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Abstract - Rapid growth in Internet of Things (IoT) devices has expanded the attack surface of modern-day networks. Therefore,
it is imperative to deploy an IoT Intrusion Detection System (IDS) for secure communication and reliable operation. However,
traditional IDS systems are often inefficient when dealing with high-dimensional data, new attack strategies, and severe
imbalanced data problems, leading to low detection performance and high false alarms. In order to solve these problems, this
paper introduces a novel intelligent IDS system using the Feature Selection technique inspired by Bowerbird Courtship (BBFS)
and Long Short-Term Memory Autoencoder (LSTM-AE) using Seagull Optimizer (SGO). The most important objective here is to
build an effective and scalable IDS that can perform efficient feature selection, learn deep temporal dependencies, and tune its
hyperparameters to classify malicious and benign traffic more effectively. In this way, we consider all aspects of data
preprocessing, feature optimization, balancing, and classification, overcoming the limitations of existing techniques. The
evaluation of the CIC IoT 2023 intrusion dataset proves the efficiency of the model, which is shown by high scores: 99.63% of
accuracy, 99.55% of detection rate, 99.71% of precision, and 99.59% of F1 score. As seen from the comparison with other
models, the BBFS-LSTM-AE-SGO model is better than the compared model in terms of all metrics. It means that the proposed
IDS can detect various types of attacks with minimum errors. All through this research has made way for the design of a novel,
optimized loT-IDS model that thereby strengthens cybersecurity resilience, supports real-time monitoring, and hence advances
the intrusion detection for loT-enabled environments.

Keywords - BBF'S, CIC-10T-2023, Deep learning, IoT, Intrusion detection, LSTM-AE, SGO.

1. Introduction

Cyber-attack refers to a targeted attempt to breach the
security of computer systems or networks. A cyber-attack can
include actions like hacking, spreading malware, or phishing
for the purpose of gaining information, disrupting operations,
or financial gains. The current state of cyber-attacks indicates
a major and increasing threat in various industries, such as
health care, industrial networking, and organizations [1]. The
fast growth of IoT and distributed systems has made the
network environment more complex than ever before.
Therefore, the IDS, which is responsible for ensuring the
security of the network environment, is currently facing
unprecedented challenges. This is because conventional IDSs
have been found to be unable to adapt to different network
environments because of feature extraction challenges and
data imbalance.

IoT consists of sensors, machines, and cameras that
continuously add to the number of devices that are connected
to the Internet. According to the International Data
Corporation, by 2025, there will be 41.6 billion IoT devices,
which will produce 79.4 zettabytes of data [3]. IDS is vital for

securing the IoT [4]. IDS stands out as an important tool for
cybersecurity and is used for surveillance purposes on systems
or networks in order to detect misuse, any unauthorized
access, or violations of policies.

The primary role of an IDS is to alert the administrator of
the systems or security professionals about any potential threat
so as to ensure data integrity and availability. With increased
complexity in the networks, the importance of IDS becomes
even more pronounced.

The block diagram of an IDS data flow pipeline has been
presented in Figure 1, where all the steps in sequence have
been included to show how one converts network traffic into
a detection measure.

Initially, network traffic is taken as input and passed
through feature selection/feature extraction so that only the
features that improve the process of learning are considered,
and the rest are disregarded. Data balancing or handling is
performed because intrusion detection datasets face the issue
of data imbalance.
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Fig. 1 Workflow of the IDS model

The data management module is responsible for
organizing and preparing the processed traffic for analysis
such that the input is consistent and accurate. The processed
traffic data is then classified using either Machine Learning
(ML) or Deep Learning (DL) techniques, depending on
whether the traffic is malicious or not. Finally, after the
process, there is an attack detection system that issues alerts to
any suspicious activities for security monitoring purposes. In
general, this workflow clearly indicates a systematic process
of designing an IDS,; starting from preprocessing to balancing,
classification, and finally detection of attacks.

IDS is responsible for monitoring all the activities on the
network and detecting any unusual or malicious activity that
deviates from the norm. IDS can be categorized into two main
categories, namely signature-based approach and anomaly-
based approach [6].

The signature-based approach utilizes the rules or
signatures to detect any attacks, while the anomaly-based
approach uses machine learning or statistics to detect the
features of legitimate and malicious information. Signature-
based methods provide high accuracy, fewer false positives,
and quick execution time when an attack is known; however,
they cannot detect any new attacks and require updates on the
signature database frequently. Anomaly-based approaches
value their ability to detect new attacks; however, they have
higher false positives and high computational complexity [7].

1.1. Problem Statement

The proliferation of IoT networks has led to increased
vulnerability to cyber threats like DDoS, spoofing, brute force,
and reconnaissance attacks. Existing intrusion detection
mechanisms have been unable to detect these attacks due to
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factors like high-dimensional data, class imbalance, evolving
nature of attacks, and temporal dependencies in the traffic of
IoT networks [8]. Conventional Machine Learning (ML)
methods generally require manual feature engineering and are
characterized by poor flexibility, whereas many Deep
Learning (DL) techniques have issues with high complexity
and lack of interpretability. Moreover, some current
techniques fail to incorporate proper feature selection and
hyperparameter optimization, resulting in low detection
accuracy and higher levels of false positives. Hence, there is a
need for a robust IDS system that can efficiently detect attacks
on the IoT [9].

Recent advancements in explainable Al were made to
tackle this issue; however, the balance between
interpretability and detection remains a critical factor in IDS
[10]. Several studies have utilized multiple population-based
metaheuristic optimization approaches to enhance the efficacy
of IoT intrusion detection systems. In the majority of
instances, this hybridization was employed to identify an
optimal combination of features [11].

Nonetheless, loT-based IDSs continue to face significant
security challenges. Conventional static DL and ML
methodologies are constrained in identifying low-frequency
incursions, operate ineffectively with data sets that are
imbalanced, and fail to detect previously undiscovered or
zero-day threats. Nonetheless, using these strategies in low-
power IoT environments necessitates further optimization
calculations, leading to issues such as computational
scalability and complexity. These constraints elucidate the
necessity for improved IDS procedures, advanced IDS
methodologies, and more suitable IoT network IDS
frameworks [12].
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1.2. Research Novelty and Objectives

The paper presents a new BBFS-LSTM-AE-SGO-based
IDS framework that combines bio-inspired feature selection,
deep sequential learning, and meta-heuristic optimization
algorithms within a single framework to protect IoT systems
from cyberattacks. It is noteworthy that the new model makes
use of a novel BBFS algorithm. In this regard, LSTM-AE is
used to extract non-linear and temporal attacks, while SGO
tunes the hyperparameters for better convergence and
classification performance. In contrast to the traditional IDSs
that can only deal with either one or two issues at a time, the
proposed scheme takes care of all the mentioned problems at
once, thus outperforming other techniques.The objectives of
this study are listed below to develop an optimized and
intelligent IDS so that it can improve feature selection,
manage data imbalance well, and better attack classification
accuracy in the BBFS-LSTM-AE-SGO framework.

e To build an effective intrusion detection system that
detects and classifies different types of cyberattacks in an
IoT environment with high accuracy, using the CIC IoT
2023 dataset.

e To preprocess the dataset, SMOTE will be used to handle
the data imbalance, while Min-Max normalization will be
used so that the obtained classification would be highly
reliable for both common and rare types of attacks.

e Toimplement BBFS for smart feature selection to remove
redundant features and enhance the efficiency of the
model.

e To apply LSTM-AE for representation learning, anomaly
detection, and classification of normal and malicious
traffic.

e To employ SGO to optimize LSTM-AE hyperparameters
for detection accuracy and minimal false positives.

e To test the proposed BBFS-LSTM-AE-SGO model and
then evaluate the performance based on the metrics such
as Accuracy, Detection Rate, Precision, F1-score, and
False Positive Rate (FAR).

e To compare the developed research model with the
existing IDS framework in demonstrating the scalability,
robustness, and adaptability to real-world IoT systems.

The main contributions of this study are highlighted as
follows:

1) A hybrid IDS model called BBFS-LSTM-AE-SGO has
been proposed to provide security in the IoT environment
against various types of attacks.

2) A BBFS algorithm based on nature has been designed
to remove irrelevant traffic features from the dataset, thus
minimizing complexity.

3) An LSTM-AE model has been used to learn time-series
patterns and nonlinearity in attacks.
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4) The SGO method is used for hyperparameter
optimization of the model to accelerate the process of
convergence, improve generalization capabilities, and
increase classification performance.

5) While current hybrid IDS models concentrate only on
improving classification accuracy, the presented approach
takes care of feature optimization, handling class imbalance,
temporal learning, and false positive minimization at once.

6) The research model shows an outstanding result in
terms of classification accuracy (99.63%) when using the
CIC-10T-2023 dataset, being better than several recently
developed IDS models.

This paper will be structured as follows. In Section 11, the
current models related to the research work IoT-IDS will be
discussed. In Section III, the implementation of the research
methodology that has been proposed will be described. In
Section IV, the experiment results of the research
methodology and their comparison to current models will be
presented. At last, the paper concludes with future works.

2. Literature Review

This part provides an analysis of recent research models
aimed at enhancing [oT-based intrusion detection systems. All
examined analyzed methodologies are extensively evaluated
and displayed in Table 1. A detailed review of ML-based
approaches was conducted in [13] for [oT anomaly detection.

ML techniques considered in the study included Random
Forest (RF), Isolation Forest (IF), and AE methods, along with
other popular techniques such as neural network
(Convolutional Neural Network (CNN), Recurrent Neural
Network (RNN), Long Short-Term Memory (LSTM)),
Gradient Boosting (GB), extreme GB (XGBoost), K-Nearest
Neighbors (KNN), Support Vector Machines (SVM), and
Decision Trees (DT). Test results obtained based on
benchmarking (CICIoT-2023 and [0T-23) have been analyzed
and reviewed. Test results have shown that RF and AE
approaches can detect anomalies efficiently. The results
indicate that data preprocessing was essential for accurate
anomaly detection.

The research in [14] presented a neural network-based
model for IDS that effectively detected and classified the
different types of attacks on IoT devices used in intelligent
applications. This technique adopted a feature reduction
method and hyperparameter optimization to reduce time and
overhead. Using essential features extracted through GA for
feature selection, color images were created as inputs for
various CNN frameworks, such as VGG16, Xception, and
VGG19. However, the ensembled model developed by
integrating and combining VGG16, Xception, and VGG19
classifiers, along with a GA-based best feature selector,
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reached an impressive 98.7% accuracy, standing 5% higher
than independent classifiers. Thus, it largely reduced false
positives and the time consumed for calculations.

The LSTM-based model was proposed in [15] for the
detection of cyber-attacks and threats in IoT, giving rise to the
CIC-10T2023 model. LSTM application in IoT security has
been widely considered. Results suggested that the LSTM
model exhibits superior performance, given an appropriate
architecture. The F1 score, recall, and precision of LSTM were
calculated to be 0.9859, 0.9875, and 0.9866, respectively,
resulting in an outstanding accuracy of 98.75%.

This proved the importance and effectiveness of LSTM,
and hence, it became essential for classification in cases where
10T security was critical. Furthermore, it presented a complete
analysis of CIC-IoT2023 datasets, which were used for
conducting the research and also proved to be beneficial in
investigating other problems in the domain.

In [16], a DL-based classification system for intrusion
detection was designed for IoT settings with three separate
architectures: Transformer, CNNs, and DNNs-based models.
12-class, 3-class, and binary classification performances were
evaluated using the CICIoT2023 data set. The preprocessing
of data included log normalizations to stabilize feature
distribution and oversampling according to SMOTE to treat
class imbalances.

The evaluations carried out on the dataset showed that in
the binary classification results, the DNN achieved the highest
accuracy of 99.2%, the CNN next with 99.0%, while the
Transformer came at 98.8%. Although in the 3-class
classification, all models performed better, ranging from about
99.9% to 100%. In the 12-class scenario, the Transformer,
CNN, and DNN attained accuracies of 92.7%, 93.0%, and
92.5%, respectively.

A method for data pre-processing in combination with DL
models to develop a lightweight and portable IDS was
developed in [17]. The work introduced an innovative data
preprocessing approach as a fundamental framework for
creating a lightweight sensory [oT-IDS. A unique data pre-
processing method employing tree-based feature importance
to identify optimal features through a feature importance
assessment. Consequently, to eliminate noise from the data,
the features of minimal importance were taken out.
Experimental suggestions were made to use hybrid models in
determining the efficacy of various DL classifiers.

For multiclass classification, an Extra Tree Classifier with
LSTM (ETLSTM) and an Extra Tree Classifier with 1D-CNN
(ETCNN) have been used. The work evaluated the
effectiveness of 1D-CNN and LSTM on the CIC IoT 23
dataset and found that the hybrid technique yielded better
success.
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A framework in [18] proposed integrating incremental
learning, blockchain, and hybrid encryption techniques in
three phases to improve the safety and efficiency of loT-based
IDS. The first phase develops a model to detect cyber-attacks
with Incremental Learning (SGD Classifier). The second
phase establishes a blockchain framework to secure the
encrypted data. In the third phase, the incremental model is
retrained with new data obtained from the blockchain through
multiple iterations to achieve the best accuracy. The
incremental learning model was first trained on the
CICIoT2023 data set. Upon retraining the model, it was
evaluated with previously unseen data in the two scenarios of
CICIDS2019 and TON 10T2020. The framework proved
capable of protecting the IDS data in IoT environments and
was further improved by retraining on the newer traffic data.

A hybrid methodology combining DL and ML was
developed in [19] to enhance the detection of DDoS and
spoofing attacks, minimize false alarms, and facilitate the
implementation of requisite defensive measures. The initial
phase involved a hybrid approach for feature selection that
incorporated correlation coefficient and sequential feature
selector techniques; the subsequent phase entailed the
development of a hybrid model that merges DL neural
networks with an ML classifier, specifically a cascaded LSTM
network and a Naive Bayes classifier; finally, the third phase
focused on enhancing network defense mechanisms by
blocking ports post-threat detection and preserving network
integrity. Three datasets (CIC-IoV2024, CIC-10T2023, and
CIC-DDo0S2019) were utilized in the training and evaluation
of the methodology, with the data also being balanced to
provide optimal results.

An enhanced intrusion detection for security in IoT that
utilized multimodal representation of big data and Transfer
Learning (TL) was developed in [20]. The files of packet
capture were analyzed to extract the requisite data bytes and
attacks. Secondly, big data based on Spark optimization
approaches manages substantial data volumes. A TL
methodology like Word2Vec extracted semantically grounded
observable features. Then, a technique was devised to
transform network data bytes into images, and features of
texture were recovered by employing the attention-based
Residual Networks. The texture and text features trained were
integrated and utilized as multimodal features for the
classification of diverse attacks. The methodology was
assessed using Edge-IloT, CIC-IoT 2023, and CIC-IoT 2022
datasets. The methodology attained exceptional classification
performances, with a 98.2% accuracy.

The research in [21] developed two improved Intrusion
Detection Frameworks (IDFs). SelectKBest-MI integrated
two filter-based feature selection methodologies, specifically
SelectKBest and Mutual Information (MI), to identify optimal
features, while employing RF as the classifier. The second
IDF was designated as CNN-SVM-GWO. CNN was
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employed for feature extraction, SVM and Grey Wolf
Optimizers (GWO) were utilized for optimal feature selection,
while RF and XGBoost classifiers were applied for intrusion
detection. Two datasets, CIC-IoT-2023 and CICIDS2017,
were utilized. There was an improvement in accuracy when
using the SelectKBest-MI method with the CICIDS2017
dataset.

An integration of AE for feature extraction, LSTM for
temporal dynamics, and CNN was implemented as a hybrid
model in [22]. The Synthetic Minority Over-Sampling
Technique (SMOTE) was used to solve the problem of data
imbalance. This structured approach takes advantage of all the
models in order to process and categorize security data from
IoT. This study emphasized the potential benefits of applying
DL techniques to boost the performance of IDS in IoT
security. The results suggested a possible enhancement of
security measures and the mitigation of upcoming threats.

A model for IDS combining ensemble learning
techniques with rule induction to enhance model
explainability is proposed in [23]. The study analyzed the
efficacy of five algorithms (RF, XGBoost, AdaBoost,
CatBoost, and LightGBM) in building efficient IDSs for the
IoT. Results indicated that XGBoost was superior to other
ensemble methods on two public datasets in intrusion
detection. The model was made explainable through rule
inductions via a DT used as the basic weak learner in the
ensemble algorithm compared in the study. Experimental
results showed the approach to be effective in delivering a
transparent, lightweight, and reliable IDS system.

The research in [24] proposed an IDS model for big data
environments by hybridizing DL techniques. The method was
trained and tested on the TON_IoT and CICIoT2023 datasets.
Feature reduction using a correlation technique was utilized to
ensure the selection of all relevant features for analysis. A
hybrid DL technique was designed utilizing LSTM and 1D-
CNN. DL methods like LSTM and CNN were evaluated
independently. The hybrid method had a better performance
against their individual implementations. It was, thus,
established that the hybrid technique was more accurate.

The investigation carried out in [25] used the
CICIoT2023 data set for a thorough analysis and evaluation of
intrusion detection on IoT networks. DL techniques were
employed to improve the accuracy and reliability of the
detection of anomalous activities and intrusions. The study
then implemented Transformer for classification in a multi-
class setting, further comparing against existing models. The
experiment findings indicated that in the classification of
binary class, CNN + LSTM and DNN attained the maximum
results; however, in the classification of multi-class, the
Transformer method attained the best accuracy. The results
demonstrated the prospective utility of DL techniques in IoT-
IDS.
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In [26], the application of ML predictive models for the
detection and mitigation of cyberattacks on loT networks was
studied. The principal focus was on the analysis of the CIC-
10T2023 dataset, an extensive collection that includes several
Distributed Denial of Service (DDoS) attacks on multiple IoT
devices, to ensure the employment of a competent and
thorough benchmarking standard. The work built, trained, and
tested four standalone ML models, K-Nearest Neighbors
(KNN), Logistic Regression (LR), RF, and DT, to check their
effectiveness in detecting and mitigating cyber threats to the
IoT. The results suggest the great performance of DT and RF
with a successful accuracy of detection.

In [27], an IDS model based on DL methods, Multilayer
Perceptron (MLP), and AE on the dataset CICIoT2023. The
model implements mechanisms of size reduction and
efficiency enhancement to tackle the problem of high
dimensionality present in intrusion detection datasets. A novel
clustering strategy for intrusion detection datasets, derived
from a combination of a Gaining-Sharing Knowledge (GSK)
optimization algorithm and static tools, has been developed.
The model was assessed for its efficiency through various
evaluation metrics. The findings indicated that, relative to
prior studies utilizing the same datasets, the DL model
exhibited superior performance in attack detection.

The study in [28] developed an approach to IDS through
the hybridization of unsupervised learning-based intrusion
detection, a non-parametric  Siamese cross-dataset
dissimilarity filtering technique, and Proximal Policy
Optimizer (PPO)-based adaptive defense. Unsupervised
models detect anomalies, Siamese correlation helps in
detecting rare zero-days, and the PPO agent learns effective
defensive strategies using environmental feedback. The model
provided improved results in the CIC-10T-2023 data set with
99.07% accuracy. This methodology offered an adaptable,
proactive, and self-learning protection framework for
automated IoT cybersecurity.

A lightweight and high-accuracy IDS framework based
on feature selection and DNN architecture tuning was
proposed in [29]. The Robust Scaler was employed for
statistical preprocessing, which helped to avoid using the Z-
score normalization method, and thus minimized the negative
effects. A self-normalizing residual block with channel
attention was applied. By combining compressed hidden
layers and the Scaled Exponential Linear Unit (SELU)
activation function, the network design addressed the issue of
vanishing gradients and improved the visibility of important
traffic characteristics. Moreover, significantly, the number of
parameters and computation time were reduced for the
inference process. A learning rate adjustment technique was
applied using the cosine annealing approach. The findings on
the CIC-IoT-2023 dataset showed that the model was highly
accurate and computationally efficient.
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Edge Al Bridge, a micro-computing security layer that
operated between the IoT device and the gateway in order to
provide early detection of any threats, was developed in [30].
This concept involved embedding Al hardware into a hybrid
pipeline that utilized anomaly detection and signature
matching. Operations in the system included traffic
inspection, protocol analysis, and feature extraction at the
edge before data aggregation, ensuring privacy of devices and
reducing the computational load on the IoT gateway.

The CIC-10T-2023 dataset was utilized for evaluation
purposes. The Edge Al Bridge presented an approach that
could provide a scalable, modular, and privacy-preserving
solution to increase cyber resiliency in the IoT. The study by
[31] focused on evaluating a federated IDS model in IoT
networks using datasets and comparing the efficiency of FL
algorithms like FedNova, FedProx, and FedAvg in
combination with LSTM and Transformer neural network

architectures. It was established that FL. was capable of
achieving excellent performance results comparable to those
of central learning schemes and provided extra benefits in
cases where the data was heterogeneous or not identically
distributed. Federated training across multiple domains
enhanced the generalizability of the model to different
scenarios, while FedNova decreased the number of
communication rounds. The research work by [32] proposed
and analyzed a Hybrid Improved Binary Grey Wolf Optimizer
(IBGWO)-Particle Swarm Optimizer (PSO) with an RF model
for identifying intrusion in a larger IoT network. In addition,
the designed IDS model was analyzed using the latest CIC-
ToT-2023 dataset. The major contribution of the model relied
on the use of IBGWO and PSO for selecting an optimal subset
of features from the dataset. The two algorithms were
combined in order to integrate the strength of exploitation and
exploration in order to ensure convergence. The feature
selection approach ensured optimized convergence with a
lower fitness value.

Table 1. Comparative review of the analyzed research models

Refs Methodologies Applications Advantages Limitations
Comparative study of ML RF and AE are highly . .
. effective; broad Lacks a single unified model;
(RF, IF, AE, Anomaly detection on . . .
[13] CNN/RNN/LSTM CIC-10T-2023 and ToT algorithmic coverage; results are dataset-specific;
’ e | highlights the critical role limited discussion of
GB/XGBOO]S)tiFI)(NN’ SVM, 23 of preprocessing for deployment cost/latency.
accuracy.
GA-based feature Image conversion pipeline
selection; features 98.7% accuracy; ~5% a d(gis complexit 'phle)av
converted to images; CNN . over single CNNs; lower prexity; heavy
Multi-attack IDS for o CNNs (VGG/ Xception) can
[14] ensemble . . false positives; reduced .
. intelligent/IoT apps A . be computationally
(VGGL16, Xception, processing time via expensive: explainability is
VGG19) with GA for feature reduction. P » OXP Y
fusion limited.
Strong metrics (Acc Performance sensitive to
LSTM-based IDS; careful IoT attack detection 98.75%, F1 0.9859, Rec architecture: potential
[15] | architecture tuning; dataset with sequence 0.9875, Prec 0.9866); trainin cos’t'plimite d
overview (CIC-10T2023) modelling robust to temporal g S
pattems. interpretability.
DNN, CNN, Transformer; High accuracy . . )
log normalization; General IDS with (binary: 98.8-99.2%; Ti\f:slgfti?s:ssaﬁg Illcc)e:\?ire’r'
[16] | SMOTE; binary / 3-class / varying label 3-class: ~99.9-100%); oversampline risks overfi tti’n
12-class tasks on CIC-IoT- granularity solid 12-class performance phng &
2023 (92.5-93.0%). minority patterns.
Tree-based feature Reduces noisy features: “Extra Trees + DL” pipeline
importance for pruning; Lightweight sensory hvbrid mo dels};u tner for;n adds steps; feature
[17] hybrid ET+LSTM [oT-IDS; evaluated on si}; le DL mo deIS'ptar ofs importances miss
(ETLSTM) and ET+1D- CIC IoT 23 & ortabilit - 1rg interactions; potential concept
CNN (ETCNN) P Y- drift issues.
Three-stage framework: Security hardening via .
Incremental Learning Cross-dataset learning: blockchain; handles la te]jcl:ojif)}rlzlz ilire?ﬁz;;_s the
(SGD), Blockchain for train on CIC IoT 2023; evolving traffic y/storage )
[18] . . SGD baseline is weaker than
secure storage, test on CICIDS2019 & (incremental learning); state-of-the-art: integration
Hybrid encryption, TON IoT 2020 improved performance com le;i ¢ &
retraining on new data after retraining. prexity.
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Hybrid FS (correlation +
sequential selector);

DDoS/spoofing
detection on CIC-

Reduces false alarms;
actionable defense step;

Port-blocking can disrupt
benign traffic if misclassified;

[19] | Cascaded LSTM + Naive | IoV2024, CIC-10T2023, leverages temporal pipeline complexity,
Bayes; post-detection CIC-DDo0S2019 (LSTM) + probabilistic generalization across devices
defense (port blocking) (balanced data) (NB) strengths. must be verified.
Multimodal big-data IDS:
Spark optimization; . o/, Requires heavy compute
word2vec-like TL for text Large-scale IoT/lloT High accuracy (98.2 4’)’ (Spark + ResNet + fusion);
[20] features; bytes—image (Edge-IloT, CIC-loT scalable via Spark; bytes—image step adds
’ . 2023/2022); PCAP- exploits both textual and :
transform; attention- level analvsis texture cues preprocessing burden;
ResNet for textures; feature y ' interpretability challenges.
fusion
Two IDFs: (a) ) . .
SelectK Best-MI + RF; (b) CIC-I0T-2023 and Demonstrates FS benefits; Mixed datg;ets complicate
. : RF/XGBoost strong comparability; GWO adds
CNN feature extraction + CICIDS2017; feature . . .
[21] . baselines; improved tuning overhead; model
SVM + GWO for selection + ensemble ) .
selection; RF/XGBoost for classification accuracy (noted on overfits if FS is not cross-
’ . CICIDS2017). validated carefully.
detection
Leverages complementary
Hybrid DL: AE + LSTM + c%irsliefgilaiioofl IletSh strengths; improved Larger model footprint;
[22] CNN; SMOTE for . learning on imbalanced SMOTE risks synthetic noise;
. integrated ) .
imbalance . data; structured harder to explain and tune.
representations .
architecture.
Ensemble learners (RF, ' . XGBoost is best among Rule. 1nd1'1ct10n may
XGBoost, AdaBoost, Lightweight, ensembles: adds oversimplify complex
[23] | CatBoost, LightGBM); rule transparent IDS on . ’ . patterns; potential drop vs
) . . . . explainable rules; efficient
induction via decision trees public datasets . deep models on subtle
L and reliable.
for explainability temporal attacks.
Correlation-based feature Bie-data IDS on Hybrid outperforms Correlation FS discards
reduction; Hybrid LSTM + & individual LSTM/CNN; interacting features; training
[24] D TON_IoT and . . . .
1D-CNN; individual vs = retains salient features; hybrid networks increases
. . CICIoT2023 . )
hybrid comparison strong accuracy. complexity and computation.
DL comparison incl. Identifies task-dependent
Transformer; binary vs winners; validates the Transformers are heavier;
[25] multi-class; CIC-10T-2023 Transformer for multi- results are specific to label
CNN-+LSTM/DNN best for | comprehensive study class; provides practical design; requires careful HP
binary, Transformer best guidance for model tuning.
for multi-class choice.
Classical ML comparison: Baseline ML for IoT RF/DT high accuracy; lelfr(li (;:mgr()fzinrrgziellng;
[26] | KNN, LR, RF, DT on CIC- cyberattack simpler, faster, easier to b
. e . complex/novel attacks;
10T2023 detection/mitigation deploy; good baselines. . .
feature engineering needed.
Adding
DL IDS with MLP and AE; Better attack detection clustering/optimization stages
[27] dimensionality reduction; CICI0T2023 handles than prior work on the raises complexity, potential
novel clustering using GSK high dimensionality. same data; efficiency via sensitivity to clustering
optimization + static tools reduction/clustering. settings; interpretability is
modest.
Unsupervised IDS + . . . Detects zero-day attacks; High computational
(28] Siamese filtering + PPO loT intrusion detection adaptive and self-learning. complexity.
Lightweight DNN with . . High accuracy; reduced Complex hyperparameter
[29] feature selection and SELU Lightweight IoT IDS computation time. tuning.
Edge Al Bridge with . . . i
[30] anomaly and signature Edge-based ToT security Privacy-preserving and Requires specialized edge
Jetection scalable. hardware.
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Federated Learning with

[31] LSTM and Transformer

Distributed IoT IDS

Communication and
synchronization overhead.

Preserves privacy;
improves generalization.

Large-scale IoT

[32] intrusion detection

IBGWO-PSO with RF

Optimal feature selection
and convergence.

High optimization
computational cost.

2.1. Research Gap Analysis

Existing IoT-IDS models have achieved considerable
advancements by using ML, DL, ensemble learning, and
optimization techniques. Despite that, there are still some
limitations left to be addressed. The majority of the existing
ML algorithms, like RF, DT, and XGBoost, highly rely on
handcrafted features and are unable to detect novel and zero-
day attacks.

DL approaches such as CNN, RNN, Transformer, and
LSTM-based methods can enhance detection performance;
however, they wusually encounter challenges such as
computational complexity, overfitting, and inadequate feature
optimization. Although hybrid techniques have tried to
integrate different approaches, they tend to add further
architectural complexity without sufficiently tackling the
problem of redundancy in the high-dimensional IoT traffic
dataset.

Moreover, some research studies emphasize accuracy but
ignore other important aspects, such as reducing the number
of false positives, scalability, and optimization of
hyperparameters. In addition, current research lacks a unified
approach that could handle feature selection, temporal
dependency learning, data imbalance, and optimization at the
same time. As a result, an effective and intelligent IDS system
with efficient learning capacity is required.

3. Materials and Methods

This research proposes a novel DL-based intrusion
detection model for classifying attacks in an [oT environment.
An outline for IoT intrusion detection based on the general
workflow is shown in Figure 2, a model to maintain the
pipeline with guaranteed accurate and efficient detection of
malicious activities within IoT networks.

The entire process starts with data preprocessing, in which
raw loT traffic is balanced using SMOTE against class
imbalance and normalized through Min-Max scaling to set all
features in a uniform range suitable for DL models. The
dataset after processing through the preprocessing phase is
divided into two parts, namely the training dataset and the
testing dataset, which are used for evaluating the model’s
performance.

The discriminative features are chosen using BBFS, a
technique that simulates the selectivity and optimality of the
Bowerbird to eliminate any redundancies, thereby reducing
the computational burden and increasing the classification
accuracy. These features are then passed on to the LSTM-AE,
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where the encoder compresses the input data, and the decoder
decodes the outputs, thereby detecting the anomalies in traffic
flow. SGO is used for enhancing learning performance via
tuning of the models’ hyperparameters in order to achieve
faster convergence, avoid overfitting, and obtain high
generalization capability. After that, the classified data will be
evaluated using some performance metrics like accuracy,
precision, recall, Fl-score, and FAR, which will prove the
stability of the LSTM-AE model in detecting the attacks in the
IoT network.

3.1. Dataset Details

For the research study, we use the CIC-10T-2023 dataset,
which is open access and created specifically to perform
security analysis on IoT. The dataset contains network traffic
collected from the IoT devices and contains attacks like DoS,
DDoS, Brute Force, Mirai Reconnaissance, Spoofing, and
Web attacks. Table 2 indicates that this dataset contains
46,686,579 attack samples, and they can be classified into 33
different types of attack. This data set stands out from others
for having a great level of comprehensiveness since there are
various types of attacks divided into seven categories. Each of
these attacks takes place among IoT nodes [28].

Table 2. Data distribution of the CIC-10T-23 dataset

No. of Records Attack Types Distributions %

33984560 DDoS 72.79
486504 Spoofing 1.04
1098195 Benign/Normal 2.35
8090738 DoS 17.33
24829 WebBased 0.05
354565 Reconnaissance 0.76
2634124 Mirai 5.64
13064 Bruteforce 0.03

CICIoT-2023 provides a comprehensive dataset,

comprising raw network data in PCAP formats and a
collection of 47 features extracted in CSV formats. The
features are derived from the examination of the network
packets and encompass data on headers, flow durations,
packet lengths, protocols, TCP flags, and other timing
measures.

This comprehensive data facilitates a thorough analysis of
network activity and the detection of trends that might signify
potential threats. The CICIoT-2023 dataset is applicable for
training and assessing diverse Al models, particularly those
focused on anomaly detection. These algorithms can detect
anomalous trends in network activity that could signify the
existence of unidentified attacks previously.
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Fig. 2 Workflow of the proposed BBFS-LSTM-AE model

3.2. Data Preprocessing

Utilizing a dataset in DL algorithms without
preprocessing is inappropriate. Data gathered from real-world
settings frequently exhibits several inaccuracies and
inconsistencies, necessitating data cleaning. Preprocessing
seeks to provide the DL algorithm with more refined data,
hence improving the model's efficiency. The preprocessing
phase encompasses several methods to clean, balance, and
normalize the data set, hence assuring optimal performance
for DL algorithms. SMOTE is applied to the data set to
mitigate the class imbalance issue. SMOTE functions by
generating synthetic samples within minority attack classes,
so rectifying imbalance in the distribution of attack classes.
Despite being an efficient technique that deals with class
imbalance by creating extra samples for the minority classes,
there are certain weaknesses associated with SMOTE. A
possible disadvantage is the insertion of unrealistic synthetic
samples or noise that might fail to adequately reflect
distributions of real-time data. This issue was especially
pertinent in IoT systems, where patterns of attack frequently
demonstrate intricate spatial and temporal correlations that
SMOTE might not adequately address. In order to overcome
major class imbalance, the use of SMOTE was employed to
develop synthetic samples for the minority classes, resulting
in a balanced dataset using Equation (1).

x;)

Here, the minority class samples are denoted by x;, its
nearest neighbor is denoted by x;, and a random value within

)

Xnew = X + (Z(x]' -
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the interval [0, 1] is denoted by . This approach was used
only in the training dataset. Each time, the test set stayed
untouched, ensuring that there was no effect from synthetic
data on testing and that data leak was effectively prevented
[29].

The next step after oversampling with SMOTE is
normalization of features using Min-Max normalization. It is
important because some features have significantly larger
values than others. Equation (2) shows how to compute values
after normalization using the min-max approach. Min-max
normalization generates new values for all variables within the
closed interval of [0, 1]. This is important because it ensures
that variables with smaller values do not overpower other
variables that have larger values in their particular variables.

r x—min(x)

= 2

max(x)—-min(x)

Here, x denotes a particular feature value before scaling,
max(x) and min(x) represent the maximum and minimum
attained values for the feature set, and x' signifies the newly
standardized values for the features. For fast learning, a
random sample of 10% from the data set was taken, ensuring
that balanced classes were kept intact during this process. Any
duplicity in the data is identified and removed in order to
prevent the possibility of overfitting the model. Logarithm
transformations were used on features with a diverse range of
values, as shown in Equation (3).

=log(1 + x) 3)
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Preprocessing made sure that the dataset was ready to be
used for training deep learning models. The representation of
the features was improved, and class distributions were
balanced [30].

In this study, a 10% data subset is used for testing
purposes. It is divided into an 80:20 ratio to train and evaluate
the developed model.

3.3. BBFS-based Feature Selection

BBFS was chosen due to the presence of high-
dimensional and redundant traffic data within the IoT
intrusion dataset, which impacts the accuracy and efficiency

of classification. In contrast to traditional filter-based methods
that consider each feature individually, BBFS utilizes
wrapper-based optimization techniques by evaluating feature
subsets based on classifier performance. The biological-
inspired searching procedure used in BBFS allows for an
optimal balance between exploration and exploitation, thus
making it possible to identify discriminant features without
falling into local minima. Moreover, BBFS performs better
than other conventional methods, such as PSO and GA, in
terms of convergence and feature redundancy. The features
are very useful in increasing learning efficiency, preventing
overfitting, and improving the classification performance of
the LSTM-AE model.

Initial population generation

v

Evaluate and classify bowers

A

v

Update the global best solution

'

Apply Levy flight to random bowers

v

Imitation of successful bower’s decorations

v

Remove useless decorations

v

Remove failed bowers

v

While max iterations
not reached?

Optimized feature subset

Fig. 3 Flowchart of BBFS-based feature selection
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The concept behind the BBFS approach is to improve the
process of feature selection based on the mating and
decoration behavior observed in bower birds. This includes
forming the first sets of features and evaluating their
performance while improving them through biological
processes. BBFS uses a bio-inspired method in which feature
selection is done using the behavior of bowerbirds in their
decoration process. The method uses a wrapper strategy and
starts with an initial population of potential solutions,
"bowers," each containing a set of features.

The algorithm first defines various parameters: the count
of bowers (N), the failed bower’s fraction (p), the count of
iterations (T), and the frequency of bower failure evaluations
(t). An essential component of the technique was the
implementation of the Levy flight strategy, characterized by
A, which facilitates the random walks to choose features from
a bower for possible inclusion in another, emulating the bower
bird's method of incorporating new decorations selectively
from its environment.

The method initiates by creating a bower's initial
population randomly. Every bower is evaluated using a fitness
function that assesses the efficacy of the feature subsets
alongside their simplicity of computation, so reconciling
efficiency with the difficulty of the model. The fitness
parameter was essential since it affects the selection directly
and optimization of the feature subset. Figure 3 depicts the
flowchart of BBFS.

In every iteration of the algorithm, the bowers are ranked
according to their fitness, and the minimal effective ones are
selected for possible reinitialization. For every bower B;, the
method does a Levy flight to identify the bower randomly B;.
The feature selection for the potential transfer from B; to B;
was determined by the assessed potential enhancement each
feature may provide, as described in Equation (4):

AF, = F(B; U {f,} — F(B)) “)

Here, F denotes the Fitness Function (FF). The aggregate
prospective enhancement from incorporating features from B;
is given in Equation (5):

ZAF = kaEBj—BiAFk (5)

The probability of incorporating a given feature f;, into B;
is ascertained by Equation (6):

— AFk
k= yarF (6)
Features are incorporated or eliminated according to the
probabilities, mirroring the Bowerbird's activity of modifying
its nest. This active optimization persists through designated

iterations till convergence is attained, with the technique
consistently enhancing the feature subsets towards ideal
configurations.

The BBFS technique functions as a feature selection of a
wrapper-based technique that assesses and optimizes the
feature subset selection utilizing a designated DL model. This
strategy guarantees that the chosen features significantly
enhance the efficacy of the DL model employed for the
classification of attacks.

The efficacy of every feature subset is evaluated
according to the efficiency of the developed DL model and the
quantity of selected features. This metric directly assesses the
efficacy of the chosen features in predicting the output with
low errors and maximum explanatory capacity. The wrapper
method was advantageous as it assesses the predictive efficacy
of a feature subset immediately via the performance of the
model, thus incorporating the selection of features
dynamically into the training procedure of the model.

The efficacy of the feature subsets in Equation (7),
denoted as B, is assessed using the preceding equation,
whereby w serves as a parameter that equilibrates the
significance of the model's accuracy and the feature’s
complexity.

]
FClassification(B) = w - Accuracy + (1 — w) - (1 — ﬁ)

(7

The BBFS technique is predominantly utilized as the
wrapper approach in this research, while it could be modified
for filter-based feature selection. This facilitates a more
expedient first feature selection approach that could diminish
the feature spaces before the application of more
computationally demanding wrapper techniques [31]. After
applying this BBFS technique, fifteen optimal features were
selected from the dataset. The chosen features were
Covariance, flow_durations, Duration, Protocol Types, Srate,
Headers_Length, fin _counts, Min, syn_counts, urg_counts,
rst_counts, HTTPS, IAT, Weight, and Tot size.

3.4. LSTM-AE Classification

LSTMs were particularly suited for managing
dependencies of long-range, rendering them effective for data
sets with inherent temporal dynamics. The AE enhances the
model's ability for learning adaptable and significant
representations from the data of input while filtering noises
and accentuating feature extraction.

Thus, in highly complicated scenarios of nonlinear
relationships and high-dimensional information, LSTM-AE
stands out. Further, it might extrapolate on unknown data,
which was wvital for classifying the ever-changing
environment.
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Compared to classic ML algorithms, LSTM—AE presents
precision in time-series forecasting, thus being suitable for
real-life applications. Besides, the ability to recognize the
temporal association existing in sequential data will
undoubtedly enhance its performance in a time-series process.
The training approach of AE is undertaken with inputs
wherein the model tries to output and tries to obtain its
encoded representation during decoding, from which it tries to
generate reconstructed outputs.

This research employs the AE sequence utilizing LSTM
for predicting the result. Two different layers of the LSTM
were utilized for both encoding and decoding, while the
recurrent vector layers function as the intermediary within the
encoding and decoding layers.

The LSTM was the foundational structure of the
Recurrent Neural Network (RNN), adept in mitigating the
vanishing gradient issues commonly encountered in RNNs
with extended sequential information. The architecture of
LSTM comprises RNN elements, each featuring three control
gates: input, output, and forget gates, constructed using
sigmoid neural network and pointwise multiplication
operations. The output sigmoid layer (o) scales from zero to
one for input data.

The time series analysis with LSTM techniques utilizes
the input vectors sequence U = {U1,U2,...,Ut, ...}, where
Ut € R™ represents an m-dimensional vector containing m
the variable at the t-th time point. The input vector U, is
utilized as illustrated by the LSTM module. Initially, it
identifies the prior data to be discarded via the function. F;,
delineated as follows in Equation (8):

Fe = ay(Wy - [He—1, Uc] + By) (®)

Meanwhile, H,_, signifies the outcome for the t —1
time-stamp, whereas By and Wy imply bias features and
weighted matrices, respectively. Subsequently, identify the
data to be discarded, and then manage. U;. The function of the
input gate I, and the layer of tanh generated candidate values
of the vector C, to enhance the new cell states C,. These factors
are derived using Equations (9)-(11).

I, = o;(W; - [He—4, U] + By) 9
Ct = tanh; (W, - [H;—1, U] + B,) (10)
Ct=Ft><Ct_1+1t><C~t (11)

The variables (W,,B.) and (W;, B;) denote the biased
features and weighted matrices of the inputs and memory
state, respectively. The output gate (0,) has been identified
using Equations (12) and (13).
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0r = os(Wp - [He—1, Ue] + By) (12)

(13)

H; = 0, * tanh(C;)

The variables B, and W, represent biased features and
weighted matrices of the output gates, accordingly, which
regulate the generation of the cell states component. The
LSTM encompasses multiple models, a few of which were
more efficient than others, depending on the specific
problems.

Encoders and decoders signify complementary AE
modules typically utilized for dimensionality reduction or
feature extraction. Autoencoders are executed by the encoder's
(input data) preliminary learning models within a low-
dimensional space after employing this method to reconstruct
the new decoder (input). The primary objective of the AE was
not simply to replicate input as output data. The AE model's
defining feature is its capability to compress data sizes while
preserving most of the features that are inherent in the data
structure. The study presents many Autoencoders, including
LSTM-AE, regularized AE, convolution AE, and vanilla AE.
The category of LSTM encompasses the encoder or decoder,
the LSTM methodology.

LSTM was employed to capture long-range relationships
in multivariable time-series information for the purpose of
predicting anomaly detection problems. Post-training, the
encoding and decoding methodology, which employs
conventional data samples for recovery, may fail to recreate
well when confronted with aberrant information, leading to
increased reconstruction errors. The implemented AE
integrates a recurrent vector layer to create a connection and
latent spaces within the encoding and decoding layers [32].

3.5. SGO-based Fine-Tuning

The SGO method effectively fine-tunes the LSTM—AE
method’s  hyperparameters, resulting in  improved
classification performances. This methodology is selected for
its exceptional capacity to adjust hyperparameters effectively,
hence enhancing the performance and convergence of deep
learning algorithms.

The SGO method is a contemporary metaheuristic
intelligence technique derived from the attacking and
migratory behaviors of seagulls. The fundamental premise is
to identify the global optimal solution by correlating both the
global and local search advancements of various individuals
within the population.

Simultaneously, attack represents a local optimization,
whereas migration constitutes a global optimization.
Compared to alternative optimization methods, the SGO
offers the following two advantages:
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The algorithm's structure is open, with few parameters to
manage, making it simple to address various types of
problems.

A global optimization technique known as SGO has

enhanced efficacy for global search and local
exploitation, addressing the challenge of high
dimensionality.

During the flight, it influences the local developmental
capacity of the SGO; yet, predatory behavior is exhibited by
seagulls when they attack for sustenance in aquatic and
terrestrial environments. A migration technique is akin to a
seagull's flight in various directions, optimized for survival in
its current environment but not necessarily in a different
location.

Migration: The SGO conducts a comprehensive search by
emulating the random flying patterns of seagulls in various
directions. Each random seagull must progressively fulfill the
criteria during this process.

Collision Avoiding: The SGO assesses the seagull's post-
migration position C¢(t) by considering the current position
P,(t) and an extra parameter A to prevent collisions with
neighboring seagulls.

Cs(t) = A x P(t) (14)

Here, in this Equation (14), t indicates the count of
iterations present; A was the propulsion of seagulls in space.

fe )
Maxiter

A=f—(tx (15)

Here in Equation (15), f. is the linear function that
decreases the value of A linear from f, to zero; Max;,, is the
maximum iteration count.

Best Location Orientation: Considering that the seagulls
do not collide with one another, they must navigate towards
the optimum location M (t).

Ms(t) =B X (Pbest(t) - Ps(t)) (16)

Here in Equation (16), P, (t) denotes the optimum
location for seagulls; B represents the random value that
equilibrates both global and local optima. In the following
Equation (17), d is the generated integer randomly within the
range [0,1].

B=2X%XA?*xrd 17)

Movement to Optimal Location: Upon fulfilment of the
dual conditions, the seagull must move toward the optimal

location until it reaches its newest position Dg(t), as defined
by the following Equation (18):
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Ds(t) = |Cs(t) + My (2] (18)

Attacking behaviour: Seagulls utilize their mass and
wings while migrating to maintain a particular altitude. They
execute a spiral dive towards the target upon identifying an
objective for attack. The flying behaviors of seagulls are
depicted as x, y, and z three-dimensional planes:

x =71 X cos(0) (19)
y =7 x sin(0) (20)
z=7rx0 1)
r=uxe’ (22)

Here, in these Equations (19)-(22), r denotes the radius of
the helix; 8 represents the angle within the interval [0, 2x]; u
signifies the correlation constants for the helix. Calculation
formula for seagull attack location is given in Equation (23):

Pi(t) = Ds(t) X x Xy X Z + Ppeg (1) (23)

The FF is an essential component of the SGO approach.
The encrypted approach is structured to compute the optimal
outcome for candidate results. The values of accuracy are the

primary metrics established for estimating an FF using
Equation (24).

FF = max(P) (24)
P
= TP+FP (25)

Here, in Equation (25), FP and TP denote the positive
values of false positives and true positives, respectively [33].
Table 3 presents the developed LSTM-AE model’s
hyperparameters that were tuned using the SGO technique.
The pseudocode for this developed BBFS-LSTM-AE-SGO
model is presented in the following.

The BBFS-LSTM-AE-SGO algorithm is composed of
four main steps, including preprocessing, feature selection,
DL classifier, and hyperparameter tuning. In the first step, the
CIC-10T-2023 dataset was preprocessed using the SMOTE
technique for balancing the minority class and Min-Max
normalization for normalizing the features. In the next step,
the BBFS method was used to choose the most relevant traffic
features based on a fitness function. The selected feature set
was then fed into the LSTM-AE framework, where the
encoder learns to represent temporal traffic features in latent
vectors, whereas the decoder decodes the input sequence back
to find any anomalies using reconstruction error. The LSTM
neural network model was useful for capturing temporal
dependencies in IoT traffic flows. In order to improve the
performance further, the SGO technique was utilized for the
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optimization of important hyperparameters like learning rate, and attacks are mathematically modeled to ensure a good
batch size, hidden units, dropout rate, and the number of = compromise between global exploration and local
epochs. The movements of the seagulls in terms of migration exploitation.

Table 3. Hyperparameters of LSTM-AE tuned by SGO

Hyperparameter Optimized Values Description
Learning Rate 0.0012 Step size for weight updates during training
Batch Size 64 Number of samples processed before weight update
Number of LSTM Layers 2 Depth of LSTM encoder-decoder structure
Hidden Units per Layer 128 Number of neurons in each LSTM layer
Dropout Rate 0.3 Regularization factor to prevent overfitting
Activation Function Tanh Non-linearity in hidden layers
Optimizer Adam Optimization algorithm for training
Epochs 100 Maximum training iterations

Algorithm: BBFS-LSTM-AE with SGO
Input: CIC-10T-2023 dataset D
Output: Classification results (Normal / Attack categories)
Load CIC-10T-2023 dataset
Apply SMOTE on D to handle class imbalance
Normalize features of D using Min-Max scaling
Split D into training set (D_train) and testing set (D_test)
Feature Selection using BBFS
Initialize population of candidate feature subsets
For each iteration:
Evaluate the fitness of each candidate using classification accuracy
Update the positions of candidates based on the BBFS strategy
Select optimal feature subset F_opt
Transform D_train and D_test using F_opt
Classification with LSTM Autoencoder (LSTM-AE)
Initialize LSTM-AE with H opt
Train LSTM-AE on D_train (with selected features F_opt)
Test model on D_test to obtain predictions P
Hyperparameter Optimization using SGO
Define search space for LSTM-AE hyperparameters:
- learning rate, batch size, hidden units, dropout, epochs
Initialize population of candidate hyperparameter sets
For each iteration:
Train LSTM-AE on D_train with candidate hyperparameters
Evaluate performance
Update candidate hyperparameters using the SGO strategy
Select the best hyperparameter set H opt
Performance Analysis
Compute evaluation metrics
Return classification results and performance metrics

End

The pseudocode highlights the entire workflow of the selected features, then, enter an SGO-based hyperparameter
[oT-IDS, starting with loading the CICIoT2023 data set and optimization phase for the LSTM-AE to optimize learning
preprocessing it, where SMOTE balances class distributions rate, batch size, hidden units, dropout rate, and epochs by
and Min-Max normalization scales features, after which the assessing candidate configurations and updating them
dataset is split into training and testing sets. Next, it applies according to the SGO search strategy. The LSTM-AE was
BBFS to select the most relevant features by iteratively trained using the optimal hyperparameters with the refined
evaluating candidate subsets based on classification accuracy, feature set to learn temporal patterns and reconstruct data,
which eliminates redundancy and boosts efficiency. These thereby being sorted into normal and attack traffic. Finally, the
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model is applied to unseen data, and standard performance
metrics such as accuracy, precision, recall, F1-score, and FAR
are used to test the intrusion detection framework adequately.

4. Results and Discussion
4.1. Experimental Setup

This section highlights the experiments conducted on the
extensive CIC-1oT-2023 dataset. The developed BBFS-
LSTM-AE-SGO model was experimented with in an
evaluation configuration with a system with Windows 11, a
64-bit operating system, an Intel i7 CPU operating at 4.6 GHz,
and 16GB RAM. The BBFS-LSTM-AE-SGO model was
developed utilizing the Python 3.11.4 64-bit programming and
relied on the Scikit-learn and Numpy library modules. The
attained results for the developed BBFS-LSTM-AE-SGO
model are compared and validated with the current existing
IoT-IDS frameworks. To ensure that all comparative models
had the same conditions of analysis, identical preprocessing
parameters, dataset splits, and measures of performance were
used for each of the algorithms. To avoid experimental
variance, random initialization seeds were preserved for all
learning algorithms. The developed framework is simple to
implement by using Python libraries, which makes it possible
to replicate the research in further studies.

4.2. Evaluation Metrics

The study conducted an evaluation on the performance of
the developed BBFS-LSTM-AE-SGO algorithm using binary
classification and multiclass classification.

These parameters include Accuracy, Precision, Detection
Rate, and Fl-score. The mathematical representation of the
above-listed parameters is provided in the following
Equations (26)-(30).

TP-True Positive: Number of samples which are actually
positive but have been correctly classified.

TN-True Negative: Number of samples which are
actually negative but have been correctly classified.

FP-False Positive: Number of samples which are actually
negative but have been falsely classified as positive.

FN-False Negative: Number of samples which are
actually positive but have been wrongly classified as negative.

TP+TN

Accuracy = ————
y TP+TN+FP+FN

(26)

Accuracy is an assessment of how accurately the model is
at correctly categorizing the results, hence giving an overall
analysis of the model.

TP
TP+FP

Precision = 27
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Precision focuses on the reliability of the positive
prediction by ensuring that there are no FP. The accuracy and
precision metrics are very important in the IDS.

TP
TP+FN

Detection Rate = (28)

The Detection Rate (DR), also known as recall,
determines how well the BBFS-LSTM-AE-SGO detects
intrusions. A DR that produces a high recall must be
implemented in order to avoid missing any detections in
providing a robust system that is efficient in identifying
intrusions.

RecallxPrecision

Flscore = 2 X (29)

Recall+Precision

The Fl-score is the harmonic mean of recall and
precision. It signifies a balanced assessment of the classifier’s
overall performance. A high value of F1 indicates the
performance of the model in achieving an optimal trade-off
between recall and precision. False Positive Rate (FPR) in IDS
refers to the ratio of the total number of alerts generated that
happen to be incorrect or non-malicious.

FP
FP+TN

FPR =

(30)

False positives can be caused by many reasons, such as
incorrect configurations, out-of-date rules or signatures, and
normal traffic that triggers the IDS. Therefore, lowering false
positives becomes an important consideration when deploying
and designing the IDS [13-27].

4.3. Discussion of Results

In this section, a detailed analysis of the experimental
results obtained from the BBFS-LSTM-AE-SGO model will
be presented. The effectiveness of the BBFS-LSTM-AE-SGO
model in detecting IoT attacks was evaluated based on
performance measures.

Table 4. Binary classification results of the BBFS-LSTM-AE-SGO

model
Metrics | Training Result | Testing Result
Accuracy 99.88 99.63
DR 99.82 99.55
Fl-score 99.75 99.59
Precision 99.89 99.71
FPR 0.12 0.37

The performances of the BBFS-LSTM-AE-SGO model
in binary classifications for the CIC-IoT-2023 dataset are
presented in Table 4. In the process, 99.88% training accuracy
and 99.63% testing accuracy are realized, showing that the
model is able to learn discriminatory patterns with minimal
overfitting.
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Fig. 4 Graphical illustration of binary classification results

With 99.82% detection accuracy in training and 99.55%
in testing, it is shown that the model performs well in
classifying malware traffic cases, an important factor in
intrusion detection. Objective measures such as 99.89%
training accuracy and 99.71% testing precision show that the
system is very precise in minimizing false positives. In
addition, the Fl-score of both precision and detection rates
(99.75% during training, 99.59% during testing) indicates that
the proposed model is also strong when handling imbalanced
intrusion datasets.
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The False Positive Rate (FPR) for this system was still
extremely low, at only 0.12% during training and 0.37%
during testing. Based on these findings, it is evident that
BBFS-driven feature selection, LSTM-AE for time-series
representation, and SGO-driven hyperparameter optimization
will make it possible for the model to detect intrusions
accurately with few or no misclassifications, hence making an
important contribution to IoT security applications. Figure 4
shows the graphical representation of the binary classification
of the proposed BBFS-LSTM-AE-SGO model.

DR ® Precision m F1-score

Recon  Web-based Mirai

Classes

Fig. 5 Graphical illustration of multiclass classification results
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Table 5. Multiclass classification results of the BBFS-LSTM-AE-SGO model

Classes Acc DR Prec F1
DDoS 99.55 99.49 99.51 99.45
Benign 99.63 99.52 99.40 99.46
Spoofing 99.56 99.44 99.43 99.40
DoS 99.48 99.37 99.42 99.36
Recon 99.51 99.42 99.39 99.33
Brute Force 99.41 99.33 99.47 99.39
Web-based 99.47 99.38 99.44 99.36
Mirai 99.54 99.42 99.49 99.40
Average 99.52 99.41 99.45 99.38

The results of the multiclass classification for the BBFS-
LSTM-AE-SGO algorithm for the CICIoT2023 dataset have
been presented in Table 5. It clearly shows that the model is
able to classify accurately several classes of traffic belonging
to an IoT network, such as benign and attacks, which shows
the capability of the model. All classes of the model achieve
accuracy in the range of 99.41% (Brute Force) to 99.63%
(Benign). The detection rates are also found to be on the high
side, starting from 99.33% for Brute Force to the maximum
value of 99.52% for Benign. This clearly indicates that the
model is capable of detecting different kinds of attack vectors
and keeping the rate of false negatives to a minimum.
Furthermore, the precision rate remains consistent for all the
classes, ranging between 99.39%-99.51%, thus proving that
the model has validity to ensure that there will be no false
alarms concerning both common and rare attacks. Based on
the average values of the metrics, such as accuracy at 99.52%,

detection rate at 99.41%, precision at 99.45%, and F1-score at
99.38%, it is quite clear that the model provides consistently
accurate performance despite the problem of class bias, which
normally exists when multiple classes of attacks need to be
detected. Amongst the attacks that are difficult to identify,
detection of Mirai and spoofing is done with comparable
accuracy and precision, indicating that the feature selection
method implemented in this study via Bowerbird has the
ability to filter out those features that are crucial for
identifying attacks, and LSTM-AE models sequential attack
signatures while SGO optimizes model parameters. These
findings clearly indicate the applicability of the proposed
methodology in the context of multiclass intrusion detection,
hence providing a safe, scalable, and robust solution for the
IoT ecosystem. Figure 5 shows the graphical representation of
the multiclass classification results achieved by the developed
BBFS-LSTM-AE-SGO model.
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Fig. 6 Graphical view of comparison of results
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Table 6. Comparison of performance with existing models

Model Acc DR Prec F1
AE [13] 98.76 99.00 99.00 99.00
Ensemble [14] 99.18 99.18 99.19 98.92
LSTM [15] 98.75 98.75 98.66 98.59
DNN [16] 93.00 92.00 93.00 92.00
CNN-LSTM [20] 96.40 96.10 97.00 96.10
CNN-RNN [20] 96.10 96.30 95.80 95.80
XGBoost [21] 99.49 99.00 99.00 99.00
AE-LSTM-CNN [22] 99.15 99.00 99.39 99.19
LightGBM [23] 98.46 98.46 98.49 98.48
RF [24] 96.58 96.58 96.98 96.51
RNN [25] 99.24 99.24 99.23 99.21
DT [26] 99.19 99.19 99.20 99.19
MLP [27] 97.46 97.00 97.00 97.00
Proposed Model 99.52 99.41 99.45 99.38

Table 6 presents a comprehensive performance
comparison between the proposed BBFS-LSTM-AE-SGO
framework and other prominent ML and DL models from
prior works, thus visually emphasizing the superiority of the
proposed framework.

However, conventional models like DNN with accuracies
of 93.00% and precisions of 93.00% may not be able to deal
with such complex network traffic patterns by shallow
architecture design or by a lack of optimization strategy. Other
models with contemporary architectures, for instance, AE
(98.76% accuracy), LSTM (98.75% accuracy), LightGBM
(98.46% accuracy), and MLP (97.46% accuracy), performed
better under some circumstances but still do not guarantee
either robustness or generalizability in changing environments
in which attacks evolve.

Further competitive baselines such as Ensemble
(99.18%), AE-LSTM-CNN (99.15% accuracy, 99.39%
precision, 99.19% F1-score), DT (99.19% accuracy), RNN
(99.24% accuracy, 99.21% F1-score), and XGBoost (99.49%
accuracy) can be considered as almost the best alongside the
proposed model, yet showing slight trade-offs in terms of
detection rate, precision, and Fl-score. Completing the
performance balance, the BBFS-LSTM-AE-SGO model
attains the highest accuracy (99.52%) and highest detection
rate (99.41%), precision (99.45%), and Fl-score (99.38%).
Figure 6 depicts the graphical illustration of the developed
BBFS-LSTM-AE-SGO model’s multiclass classification
results compared with current models. These results, in
comparison, indicate that the BBFS-LSTM-AE-SGO design
is equally excellent in all the evaluation metrics of importance.
This improvement was mainly due to BBFS, which eliminates
redundancy and extracts highly discriminative features; the
LSTM-AE architecture, which modeled both temporal and
nonlinear dependencies in attack sequences; and SGO-
enabled hyperparameter optimization, allowing for the
optimal tuning of model parameters toward rapid learning.
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Therefore, this multi-way technique allows the proposed
scheme to not only outperform shallow ML classifiers and
traditionally constructed DL models but also outperform
Ensemble and hybrid implementations considered to be strong
baselines previously. Hence, the comparative analysis places
the proposed model as the best high-performance and scalable
solution for intrusion detection in IoT networks, capable of
strong detectability and resisting a variety of attack categories.

The performance of the proposed BBFS-LSTM-AE-SGO
architecture was better than the existing state-of-the-art IoT
IDS models. This improvement is due to the efficient
utilization of optimized feature selection, temporal learning,
and hyperparameter optimization in one system. The BBFS
technique selected only the most distinctive features while
ignoring other redundant traffic features, unlike traditional
ML and DL models, which utilized redundant features and had
fixed values for their parameters. The LSTM-AE design
successfully modeled the sequential and nonlinear nature of
attacks occurring in IoT traffic, resulting in more efficient
detection capabilities for various types of attacks. In addition
to this, the use of SGO optimization techniques increased
convergence speed as well as improved the generalization
ability of the proposed method by determining the best values
for hyperparameters. Both contributions greatly contributed to
minimizing false positives and improving classification
performance.

The ablation experiment in Table 7 clearly shows how
each of the implemented models contributes to the
performance of the proposed intrusion detection framework
individually and combined. The baseline LSTM-AE showed
good results in terms of performance; nevertheless, its
relatively high false-positive rate and low detection accuracy
suggest that the model struggles with dealing with redundant
and high-dimensional IoT traffic features. With the inclusion
of BBFS, the performance of the classifier was greatly
enhanced owing to the removal of unnecessary attributes, thus
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increasing feature discriminability. In addition, the integration
of SGO into the LSTM-AE model helped to improve its
convergence ability and hyperparameter tuning, thus
improving its generalization performance. Overall, the full

performance, which proved that the combination of intelligent
feature selection and metaheuristic hyperparameter
optimization greatly enhances intrusion detection capability
while reducing false positives in IoT systems. Figure 7 depicts

BBFS-LSTM-AE-SGO  architecture  had the Dbest  the graph of the ablation study results comparison.
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Fig. 7 Graphical illustration of ablation study results comparison
Table 7. Ablation study results comparison
Model Configuration Accuracy DR Precision F1
LSTM-AE 97.84 97.62 97.75 97.58
BBFS + LSTM-AE 98.73 98.55 98.61 98.49
LSTM-AE + SGO 99.02 98.88 98.95 98.83
BBFS + LSTM-AE + SGO (Proposed) 99.52 99.41 99.45 99.38

While existing IDS models that incorporate DL and
optimization have been proposed recently, most of the existing
IDS models face problems like high computational cost,
inadequate optimization of features, inability to address
temporal dependencies, or lack of adaptive tuning of
hyperparameters.

For instance, CNN-LSTM and AE-LSTM-CNN models
offer enhanced intrusion detection capabilities, but they
include an added cost of increased complexity and high
computational costs. Models based on ensembles and
Transformers provide better performance, but they usually fail
to have efficient feature reduction and optimization
approaches. Conversely, the BBFS-LSTM-AE-SGO model
presents a complete and optimized IDS structure that utilizes
intelligent feature selection, temporal anomaly detection, and
bio-inspired hyperparameter tuning. The application of BBFS
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helps minimize unnecessary features, the utilization of LSTM-
AE facilitates the detection of attack behavior sequences,
while SGO increases learning efficiency and stability. This
approach results in enhanced detection accuracy, reduced
false positives, and increased scalability as opposed to other
existing hybrid IDS models.

4.4. Advantages & Limitations

The proposed BBFS-LSTM-AE-SGO model offers many
benefits that make it the best solution for IoT intrusion
detection. Use of BBFS reduces the redundant attributes and
increases discriminability. The LSTM-AE architecture
captures complex temporal dependencies and nonlinear
relationships present in IoT traffic data, making detection
highly precise. Also, hyperparameter tuning using bio-
inspired SGO algorithms finds the best configuration of the
model and achieves balancing precision and generalization



Nancy Thomas & R. Gunasundari / IJETT, 74(7), 96-117, 2026

over various kinds of attacks, as evidenced by its superior
performance to state-of-the-art models in the literature.
Though the model has a lot of advantages, however, there are
certain limitations that still prevail in this model.

One of these limitations is that due to complexity in
feature selection, autoencoder training, and meta-heuristic
training, training time will increase. In addition to this, the
model performs exceptionally well in benchmark data sets, but
in real-world situations, it might face difficulties owing to
changes in attack patterns over time.

In addition, just as is common in the case of most
techniques based on Al systems, there is a possibility that the
model will suffer from the loss of interpretability, which could
mean that security analysts cannot understand the reasoning
behind the decisions taken. Therefore, with regard to real-time
scalability and interpretability, it appears to be an area where
improvements can be made.

As far as its practical deployment is concerned, the
proposed BBFS-LSTM-AE-SGO model can be implemented
in the edge-cloud IoT security system architecture, where the
processing and feature extraction are done at the edge side,
whereas the training and optimization phases take place at the
centralized cloud servers due to their high computational
capacity. Such an implementation approach would help
achieve low latency in intrusion detection in large IoT
environments. Moreover, the optimal feature subset identified
through BBFS contributes to memory and communication
efficiency.

However, the actual IoT environment might produce
streaming data continuously in high volumes and varying
attack behavior that can impact the sustainability of detection.
Also, constant retraining and optimization might lead to
energy and computation overhead in actual implementations.
Heterogeneous network characteristics, diverse devices, and
encrypted traffic flows can have an impact on the
effectiveness of the approach in the real world. Hence, any
future improvements in this regard should be concentrated on
lightweight model compression, online learning, distributed
IDS implementation, and explainable Al technology.
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the proposed model exhibited a binary classification accuracy
score 0f99.63% and a multiclass average accuracy of 99.52%.
The proposed model outperformed the state-of-the-art models,
which include CNN-LSTM, XGBoost, AE-LSTM-CNN, and
RNN. It also demonstrated an extremely low rate of false
positives, at only 0.37% during testing. This is an excellent
result, especially for real-time IT cybersecurity operations
where false positives should not be allowed. Result
comparison also proved that this was the appropriate model,
highlighting its balance in all enhancements regarding
accuracy, detection, precision, and F1-Score. On theoretical
grounds, being robust on results would make implementation
complex, especially when deployed on a large scale and on a
real-time IoT basis, in addition to interpretability because of
DL. In the future, it will be necessary to overcome
computational bottlenecks, introduce models for explainable
Al, and verify flexibility on continuously evolving attack
vectors in real [oT environments. In general, BBFS-LSTM-
AE-SGO can be considered a promising and resilient solution
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