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Abstract - This work aims to revolutionize the communication and data security infrastructure of small and medium-sized 

companies by implementing a digital radio link system, thereby establishing a secure network that can interconnect their 

telephone exchanges and wireless LAN networks  The aim is to facilitate fluid and secure communication between the different 

locations, optimizing the management of critical information and improving the operational efficiency of the company. It 

incorporates advanced technologies for the establishment of the radio link, selecting the necessary equipment and software to 

guarantee maximum efficiency and security in data transmission. Evaluate aspects such as modulation type, Error Correction 

(FEC), and performance, among others, to set up an infrastructure that meets the needs of the business today and is scalable in 

the future. The use of 5 GHz band antennas and the selection of suitable network devices are crucial for achieving a reliable and 

high-performance link. To guarantee the integrity and confidentiality of the information transmitted, a secure network is designed 

by implementing encryption in the radio link, a double authentication system is developed for users who access the wireless LAN 

network, by creating a captive portal associated with the AAA Radius server, this infrastructure allows double authentication, 

which will guarantee secure and controlled access for customers and employees of any company. 

Keywords - Radio Link, Telephone Exchange, Radius Server, Fresnel Zones, Throughput. 

1. Introduction  
The increasing demand for high-throughput and low-

latency communication has driven enterprises to adopt digital 

radio links as a cost-effective alternative to fiber deployment, 

particularly in geographically constrained regions and 

emerging economies [1]. Modern digital microwave systems 

employing adaptive modulation schemes such as 16-QAM, 

64-QAM, and 256-QAM enable efficient spectrum utilization 

and dynamic capacity adjustment under variable interference 

and channel fading conditions [2]. Unlike legacy analog links, 

these digital platforms incorporate forward error correction 

and automatic power control, improving link resilience and 

spectral efficiency. 

Parallel to this evolution in wireless backhaul, 

cybersecurity has become a critical concern for Small and 

Medium-Sized Enterprises (SMEs), where resource 

limitations often lead to misconfigurations and weak 

authentication practices [3]. Recent cyber incidents involving 

unauthorized SIP trunks, toll fraud, and WLAN credential 

hijacking have demonstrated that insufficiently protected 

radio infrastructures can result in severe financial and 

operational impacts [4]. 

Two-factor Authentication (2FA), when extended beyond 

WLAN admission control to also include SIP/IP-PBX service-

layer authentication, emerges as a promising solution to 

mitigate these multilayer threats [5]. Many existing works 

address either secure WLAN authentication using RADIUS 

and WPA2-Enterprise or VoIP encryption using SIP-TLS and 

SRTP [6]. 

However, there is a lack of integrated studies that jointly 

analyze digital radio link performance, 5 GHz interference 

behavior, WLAN AAA policies, and IP-PBX security within 

a unified SME-oriented deployment [7]. Furthermore, 

previous research does not quantify the interplay between 

radio-layer impairments (e.g., DFS-triggered channel shifts, 

Fresnel zone obstruction, and co-channel interference) and 

higher-layer metrics such as VoIP Mean Opinion Score 

(MOS), SIP call setup delay, and 2FA authentication latency 

[8]. 

https://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/
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In Ecuador and similar regions where wireless 

infrastructure is rapidly deployed to overcome fiber 

limitations, the 5 GHz unlicensed band (250 mW to 1 W) 

offers regulatory flexibility yet introduces coexistence 

challenges due to Dynamic Frequency Selection (DFS) 

constraints and high-density uncoordinated deployments [9]. 

This scenario requires engineering practices that strike a 

balance between spectral efficiency, service continuity, and 

secure access control. Although the use of FreeRADIUS 

servers with captive portals has been reported for WLAN 

access control, their combined impact with IP-PBX security 

policies, including SRTP enforcement and SIP account 

hardening, over a constrained 5 GHz SME microwave link has 

not been systematically evaluated [10]. This work addresses 

this gap by proposing and validating an integrated architecture 

for the secure interconnection of IP-PBX telephone exchanges 

and WLAN infrastructures using a dual-authentication model 

over a 5 GHz adaptive digital radio link. The proposed design 

enforces 2FA at both the network admission layer and the 

VoIP service layer, while measuring real-world performance 

under controlled interference and propagation scenarios 

typical of SME deployments. Unlike previous studies, we 

correlate radio link parameters such as SNR, Error Vector 

Magnitude (EVM), and DFS-triggered channel changes with 

security enforcement metrics and VoIP QoS parameters, 

providing a unified perspective on performance-security 

trade-offs. 

The primary contributions of this article are as follows: 

• A dual-layer authentication model combining 

FreeRADIUS-based WLAN AAA control with SIP 

account-level security policies for IP-PBX environments 

deployed over 5 GHz digital radio links [11]. 

• A threat surface analysis specific to SMEs, mapping 

vulnerabilities across radio backhaul, WLAN 

authentication, and VoIP signaling layers. 

• An interference-aware radio planning methodology, 

including Fresnel zone clearance, DFS impact mitigation, 

and adaptive modulation threshold tuning tailored to 

SME deployments. 

• An empirical evaluation framework that links physical-

layer performance (RSSI, SNR, EVM) to higher-layer 

service reliability (VoIP MOS, call setup delay, 2FA 

authentication time, false-acceptance/denial rates). 

• A comparative assessment with existing literature, 

highlighting the novelty and applicability of the proposed 

approach in the context of Ecuador, and aligning it with 

international best practices in secure enterprise 

telecommunications. 

• Table 1 clearly demonstrates that no previous work 

integrates stressed 5 GHz radio with two-factor 

authentication and PBX over a digital link, incorporating 

cross-metrics for PHY/QoS/Security cross-metrics. 

 

Table 1. Benefits of the implemented system 

Focus / Technology 
Security 

Mechanism Used 

Radio Link / 5 GHz 

Analysis 

VoIP / PBX 

Integration 

Limitation / Gap 

Identified 

WPA2-Enterprise 

WLAN for SMEs 

Single-layer 

RADIUS 

authentication 

No analysis of 

DFS/interference 

No SIP/IP-PBX 

integration 

Does not address double 

authentication nor link–

QoS correlation 

VoIP security over 

LAN networks 

SIP-TLS + SRTP 

only 

Wired LAN only, no 

wireless propagation 

issues considered 

Limited to the 

office LAN 

No radio interference or 

AAA-WLAN integration 

Microwave backhaul 

performance 

Adaptive QAM 

throughput tuning 

Yes, 5 GHz 

propagation and 

interference measured 

No VoIP or 

security layer 

Focus on PHY-layer 

throughput without 

AAA/PBX security 

Captive portal 

authentication 

RADIUS + Captive 

Portal only 
Wi-Fi indoor only 

No PBX integration 

/ No SIP control 

Only network-layer AAA, 

no VoIP security 

validation 

Secure deployment 

for SMEs 

Basic firewall + 

VLAN segmentation 

Mentions the 5 GHz 

band, but no 

DFS/Fresnel analysis 

Minimal PBX 

access control 

No empirical QoS-security 

linkage or dual 

authentication 

Secure 

interconnection IP-

PBX over 5 GHz 

digital link 

Double 

authentication 

(WLAN AAA + 

SIP/PBX control) 

Full interference + 

DFS + Fresnel effect 

measurement 

Integrated IP-PBX 

+ SRTP + AAA 

workflow under 

radio stress 

Addresses all layers with 

empirical correlation PHY 

↔ security ↔ QoS, 

focused on SMEs in 

emerging regions 

2. Methodology 
To carry out this study, an analysis approach was 

followed based on the practical implementation of key 

components of network infrastructure in small and medium-

sized enterprises in Ecuador, complemented by the evaluation 

of their results and operation. Wireless networks with security 

profiles were implemented, including non-jammed channels 

and RADIUS profiles for authentication via double 
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verification. Security profiles were configured in the access 

points from the “Wireless” interface, and a RADIUS server 

was established to operate in active mode, managing user 

authentication across different network segments [12] (Figure 

1). This section outlines the configuration and procedures used 

to evaluate the proposed dual-authentication architecture for 

securing the interconnection of IP-PBX exchanges over a 5 

GHz adaptive digital radio link. This methodology is designed 

to ensure quantitative assessment and contextual comparison 

with existing security frameworks. 

 
Fig. 1 Project network topology 

2.1. Experimental Configuration and Design of the Test 

Bench 
To verify that the experimental configuration was 

implemented in two small and medium-sized company-scale 

sites, separated by 1.2 km and connected through a 5 GHz 

digital radio link operating in the U-NII-3 band, the 

transceivers supported adaptive modulation between MAQ-16 

and MAQ-256, with automatic transmission power control. 

The directional antennas were aligned with a 60% Fresnel 

clearance, mitigating diffraction and multipath effects [13]. 

The nodes were synchronized using NTP to ensure 

timestamp accuracy for latency and jitter metrics. Using 

Wireshark and tcpdump, packet captures were performed, and 

system metrics were collected using custom SNMP and 

Python scripts. 

2.2. Quantitative Assessment Metrics 
To ensure a quantitative evaluation, performance 

indicators were collected in three layers: in the physical layer 

the Received Signal Strength Indicator (RSSI) and Signal-to-

Noise Ratio (SNR) were sampled in 10-second spans of the 

radio ODU interface to monitor link stability, the Error Vector 

Magnitude (EVM) and Packet Error Rate (PER) were also 

evaluated, the effective throughput of the link in Mbps was 

captured using iPerf3 in mixed and voice-only traffic profiles. 

At the network and authentication layer, the AAA success rate 

was calculated by the percentage of successful authentication 

attempts over the total number of requests, and authentication 

latency was measured with the time elapsed between the 

EAPOL-Start frame and the assignment of IP addresses. To 

measure false acceptance and false rejection (FAR/FRR) 

rates, controlled security simulations were used, emulating 

scenarios of unauthorized access points and credential 

reproduction attempts.  

At the application layer, when extracting RTP, one-way 

latency and jitter flows, VoIP Quality of Service (QoS) 

metrics were assessed, and packet loss was determined with 

the discontinuities in the sequence number. The perceptual 

quality of voice transmission was quantified using the Mean 

Opinion Score (MOS), calculated through the ITU-T G.107 

model to provide a standardized metric for end-user 

experience [14]. 

2.3. Case Study and Simulation Scenarios 
To evaluate the system, two case studies were considered, 

where a reference configuration was implemented using 

WPA2-Enterprise without two-factor authentication or SIP-

TLS. Standard WLAN authentication and voice 

communication were measured under interference-free 

conditions to establish a performance baseline. In case 2, the 

full dual authentication architecture was enabled, combining 

802.1X/FreeRADIUS-based network support with SIP-

TLS/SRTP at the service layer, while maintaining the same 5 

GHz radio link conditions. To further strengthen the empirical 
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analysis, Monte Carlo simulations were run in MATLAB to 

model the distribution of authentication latency and its 

dependence on SNR fluctuations [15]. The testbed can be 

replicated using any available 5 GHz radio equipment that 

supports adaptive QAM and standard Linux-based 

authentication servers. 

2.4. Contextualization of the Security Framework 
This architecture was explicitly aligned with recognized 

frameworks for wireless and VoIP infrastructures geared 

toward small and medium-sized businesses. The IEEE 802.1X 

and EAP framework was adopted to implement port-based 

network access control, forming the first authentication layer 

responsible for validating WLAN client admission. RADIUS, 

as defined in RFC 2865, provides AAA services and secure 

exchange of credentials, ensuring authentication traffic that is 

protected from passive and active attacks in both SIP-TLS and 

SRTP was integrated in accordance with RFC 3711 and RFC 

5626 at the service layer, ensuring confidentiality and replay 

protection of signaling and media streams in IP-PBX 

communications. NIST SP 800-187 guidance on LTE and 

WLAN security was used as a reference for implementing 

authentication hierarchy, key management procedures, and 

confidentiality enforcement in converged wireless and VoIP 

systems. A scan of the available channels was performed to 

optimize the selection, minimizing interference. The operation 

of the RADIUS server was verified by checking the correct 

authentication of devices and the protection of connections. 

The quality of VoIP transmission over a radio link was 

evaluated to ensure call integrity and low latency [16]. 

A network was designed that integrates two main 

Mikrotik Router Boards [17], an ISP router, Telephone 

Exchanges (ISSABEL PBX and FreeRADIUS), and 

Transmitting and Receiving Antennas (TX and RX). This 

topology includes segments dedicated to managing captive 

portals, Wi-Fi access for collaborators and mobile devices, 

and radio links for VoIP communications [18]. Parameters 

such as frequency (5305 MHz), gain (13 dBi), power (10 

dBm) were adjusted in the Ubiquiti antennas on 20 MHz 

channels, identifiers were assigned to Mikrotik routers [28], 

and port and link management was configured using bridges 

and routing rules, in addition to the integration of RADIUS 

servers for Wi-Fi authentication,  designed to transmit voice 

and data over distances of approximately 1 km, employing 

256QAM modulation [19]. Metrics were collected for radio 

link performance, Wi-Fi coverage, and authentication system 

response. RADIUS server logs and network logs were 

analyzed to identify potential security incidents or 

communication failures [20]. 

2.5. Loss of Trajectory   

Loss of trajectory is influenced by multiple factors, 

including the path between the delivery and reception points, 

the signal frequency, atmospheric conditions, terrain 

topography, and the presence of obstacles [21]. 

L = 20 log10(d)  + 20 log10(f) − 147.55  
L = 20 log10(1200)  + 20 log10(5305x106) −
147.55 = 108.52 dB  

Where: 

L is the loss of trajectory in decibels (dB) 

d is the distance between the transmitter and receiver in 

meters (m) 

f is the operating frequency in megahertz (MHz) 

2.6. Equivalent Isotropic Radiated Power 

It represents the amount of power that an isotropic 

antenna (radiating uniformly in all directions) would have to 

emit to produce the same signal strength in the direction of 

maximum gain from the actual antenna [22].  

PIRE(dBm) = PTX + GTX − LLINE = 10 dBm +
13 dBi − 0.5 dB = 22.5 dBm   

PIRE(W) = (1x10−3) ∗ 10
43.5 dBm

10 = 0.177 W  

Where: 

P_TX represents transmit power in (dBm) 

G_TX represents the gain of the transmitting antenna in 

(dBi) 

L_line represents losses on the line (dB). 

2.7. Total Loss of the Route 

Total path loss encompasses path loss in free space, as 

well as various additional factors that influence signal 

propagation in real-world conditions. These factors can 

include atmospheric absorption losses, diffraction losses due 

to obstacles, losses from penetration into buildings or 

vegetation, multipath fading losses, and losses due to the 

curvature of the Earth on long-distance links [23].  

LT = L + Lobstruction + Lurban + Lforest + Lstatiscal =
108.52 − 0.9 + 4.2 = 111.82 dB  

Where: 

L stands for loss of trajectory in decibels 

L_obstruction is clogging losses 

L_urban are the losses due to urbanization 

L_forest are the losses due to forested areas 

L-statistics are the statistical losses. 

2.8. Fresnel Area 

Fresnel zone theory is crucial for understanding how 

obstacles in the signal’s path can affect transmission quality, 

even when they do not directly block the line of sight [24].  

r = 17.32 ∗ √(
d

4f
)  

r = 17.32 ∗ √(
1.2

4∗5.305
) = 4.11 m  

Where: 
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d represents the distance of the link measured in (km) 

f represents the frequency of operations measured in 

(GHz). 

2.9. Power Received 

An adequate level of received power is essential to 

overcome receiver noise and achieve successful signal 

demodulation. Factors such as the path between the 

transmitter and receiver, the frequency of the signal, 

atmospheric conditions, and the presence of obstacles 

significantly influence the power received [25].  

PRX(dBm) = PIRE − Ltotal + GRX − LlinePRX  
PRX(dBm) = 22.5 dBm − 111.82 dB + 13dBi −
0.5dB = −76.82 dBm  

Where: 

EIRP Equivalent Radiated Isotropic Power 

L_Total represents total losses  

G_RX (dBi) represents the gain of the receiving antenna 

L_line (dB) represents the loss of the receiver cable. 

 

2.10. Delay 

Total delay in a communication system is the sum of 

several components: propagation delay, processing delay, 

transmission delay (time to put all the bits of a packet into the 

transmission medium), and queue delay (time packets spend 

in router or switch queues) [26].  

D =
d

v
=

1200 m

3x108m

s

= 4x10−6 seconds  

Total delay = 4x10−6 ∗ 2 = 8x10−6 seconds  

Where:  

d is the distance between the transmitter and receiver 

v is the speed of propagation of the signal in the medium, 

and q is the speed of light. 

2.11. Fade Margin 

This parameter is important in the design of wireless 

communication links as it represents the additional amount of 

signal strength above the minimum threshold required for 

reliable communication, it is incorporated to counteract 

unpredictable fluctuations in signal strength caused by various 

environmental and atmospheric factors, it is calculated taking 

into account factors such as operating frequency,  the length 

of the link, the typical weather conditions of the region and the 

desired reliability of the link [27].  

MD = PRX − Sensitivity in X − ray   
MD = −76.82 dBm − (−80) = 3.18 dB  
Where: 

MD is the Fade Margin 

S is the Sensitivity of the receiver. 

2.12. Bandwidth and Modulation 

These are important parameters in any wireless 

communication system; they determine the capacity and 

efficiency of the data transmission link, considering that it is 

a system with an AB of 20 MHz and that it uses QAM 

modulation.    

The 20 MHz bandwidth means that the system can occupy 

a 20-megahertz frequency spectrum to transfer and receive 

signals.  MAQ-256 modulation is an advanced method used in 

digital communications to transfer data efficiently [28].  

Channel AB = 20 MHz  
Modulation = 256 QAM  

2.13. Channel Capacity 

Shannon’s formula provides a mathematical framework 

for calculating this capacity. It states that channel capacity 

increases with higher bandwidth and a higher SNR ratio, 

meaning that a wider channel with less noise can transmit 

more information [29].  

C = AB ∗ log2(1 + SNR)  
S = −46 dBm ; N = −88 dBm ; SNR = −46 −
(−88)  = 42 dB  

C = 20x106 ∗ log2 (1 + 10
42

10) = 279.04 Mbps  

Where: 

C represents the capacity 

AB represents bandwidth 

SNR stands for signal-to-noise ratio. 

2.14. Throughput 

Unlike the theoretical capacity of the channel, which sets 

a maximum limit on how much information can be transmitted 

without errors, throughput reflects the practical conditions and 

actual limitations of the system. Factors such as latency, 

packet loss, protocol efficiency, and interference can 

significantly affect a system’s throughput [30].   

Throughput = VT ∗ Efficiency  
Local Throughput = 149.6 Mbps  
Remote Throughput = 148.20 Mbps  

2.15. Spectral Efficiency 

Spectral efficiency can be improved by using advanced 

technologies such as MIMO, which supports synchronous 

delivery of varied signals across multiple antennas, thereby 

increasing channel capacity without requiring a proportional 

increase in AB [31].  

Spectral Efficiency =
Throughput

AB
  

Spectral Efficiency =
149.76 Mbps

20 MHz
= 7.48

bps

Hz
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Spectral Efficiency =
148.20 Mbps

20 MHz
= 7.41

bps

Hz
  

Where: 

Throughput represents the effective transfer rate 

AB represents bandwidth. 

3. Analysis of Results and Discussion   
When implementing the system in small and medium-

sized companies, a significant impact was evidenced. There is 

a noticeable improvement in connectivity and internal 

communication. There is a more fluid integration between the 

different branches and departments of SMEs, which facilitates 

the transfer of data, phone calls, and efficient access to shared 

resources, leading to greater productivity, as employees 

collaborate effectively, provide information in real time, and 

have real-time access to the necessary systems from 

anywhere. Implementing two-factor authentication 

strengthens the security of the communications infrastructure, 

reduces the risk of unauthorized access, and protects sensitive 

information for the company and its customers. 

Operationally, the system has proven to be reliable and 

robust. By implementing a digital radio link, it strengthens the 

stability of connections, minimizes downtime and 

interruptions that previously affected business performance. 

Stability allows for providing quality of service to the 

customer through the captive portal and AAA authentication, 

which allows critical systems to operate in an agile and 

efficient manner.  

This system lays the foundation for the future growth of 

small and medium-sized enterprises in Ecuador. Digital radio 

link technology with two-factor authentication offers a 

flexible infrastructure, able to easily integrate with new 

branches and adapt to emerging technological innovations. 

Figure 3 shows the VoIP traffic analysis. At the top, an 

audio waveform graph is presented that represents the quality 

and flow of the conversation over time. Gray and blue vertical 

lines indicate sound intensity and variation, while yellow dots 

mark specific events, such as lost packets or transmission 

errors. The legend in the upper right corner identifies “Jitter 

Drops”, “Wrong Timestamps”, and “Inserted Silence”, which 

are common indicators of VoIP call quality problems. At the 

bottom of the image, a table is shown with technical details of 

the stream, including source and destination IP addresses, 

ports, SSRC (Sync Source Identifier), information about the 

configuration framework, number of packets, span time, and 

data about the RTP protocol used for real-time audio 

streaming. 

 
Fig. 2 Adding users to the freeradius database 

 
Fig. 3. VoIP traffic analysis 
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Fig. 4 Capture of the conversation established between agent and customer 

 

To implement two-factor authentication using a MikroTik 

router, several important steps were taken to ensure security 

and access control to the wireless network. First, a 

FreeRADIUS server was set up on an Ubuntu machine.  

The server was configured, and the necessary users for 

network access were created. This initial configuration 

establishes a database of users who will be authenticated by 

the system.  

The FreeRADIUS server configuration provides the first 

layer of security, ensuring that only users registered in the 

database can proceed to the next stage of authentication. The 

analysis of connectivity, security, and scalability is carried 

out, which are important points of the system. The following 

Table 2 details the area of impact of the implementation of a 

digital radio link system for the interconnection of telephone 

exchanges with double authentication in Ecuadorian 

companies. 

Table 2. Benefits of the implemented system  

Area of Impact Impact Description  

Connectivity 
Improved connectivity between telephone exchanges and LAN networks, ensuring continuous 

and stable communication 

Safety 
Increased network security through two-factor authentication, reducing the risk of unauthorized 

access 

System Reliability 
Increased reliability of the communication infrastructure, reducing the possibility of network 

failures 

Operating Cost 
Potential long-term operational cost reduction by reducing the need for wired physical 

infrastructure 

Ease of Scalability 
Greater ease of expanding the network without the need to install new physical lines, allowing 

for agile expansion 

Speed of Deployment 
Rapid deployment compared to wired systems, allowing the company to adapt to new needs 

quickly 

Mobility and 

Flexibility 
Improved mobility of users within the company, facilitating work from different locations 

User Satisfaction Increased employee and customer satisfaction due to faster and more secure communication 

3.1. Successful SME Deployment  
To validate the applicability of the proposed architecture 

beyond controlled laboratory conditions, a pilot deployment 

was conducted in an SME environment with approximately 

120 active users and a 5 GHz backhaul link connecting 

administrative and operations buildings. After 21 days of 

continuous monitoring, the system maintained an average 

MOS score of 4.25, with less than 1.1% authentication retries 

and zero SIP toll-fraud events, confirming that the dual-

authentication workflow did not hinder usability while 

enhancing resilience against unauthorized access. Compared 

to the baseline WLAN configuration previously in use 

(WPA2-PSK), where credential sharing and unauthorized SIP 

registrations were recurrent, the adoption of IEEE 802.1X 

with SIP-TLS/SRTP significantly reduced the attack surface 

and improved traceability at the service level. 
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As shown in Figure  5, the MOS score for the baseline 

WPA2-Enterprise configuration ranges between 3.8 and 4.0, 

exhibiting gradual degradation as SNR drops below 24 dB. In 

contrast, the proposed dual-authentication architecture 

maintains MOS values above 4.2, even under reduced SNR 

conditions around 22–24 dB. This behavior is attributed to the 

combined impact of SRTP packet prioritization and improved 

PHY-layer stability due to channel planning and ATPC 

operation. Notably, the standard deviation of MOS was 

reduced by approximately 40%, indicating greater consistency 

in user-perceived quality, which is particularly relevant for 

real-time voice traffic in SME environments where network 

resources are more limited compared to large enterprise 

infrastructures. 

 
Fig. 5 MOS Vs SNR for baseline and proposed architecture 

 
Fig. 6 Authentication Time Vs Interference Event (DFS Highlighted) 

3.2.  Authentication Latency Under Interference and DFS 

Conditions  
Figure 6 presents the evolution of authentication time 

under sequential connection events. The baseline scenario 

remains nearly constant at ≈3.4 s, while the proposed 

architecture introduces a moderate increase to ≈4.7 s on 

average due to the additional SIP/TLS handshake and SRTP 

session negotiation. However, during a deliberate DFS-

triggered co-channel interference event (Event 5), the 

authentication process experienced a temporary surge to ≈5.1 

s, after which it stabilized back to sub-5-second authentication 

times. This latency penalty remains within acceptable 

operational thresholds, considering the significant reduction in 

FAR/FRR and SIP registration abuse risk achieved by layered 

authentication. 

3.3. Security Effectiveness and Comparative Insight 

The False Acceptance Rate (FAR) decreased from 1.2% 

to 0.32%, and the False Rejection Rate (FRR) decreased from 

1.9% to 0.85% when applying the proposed architecture. This 

enhancement is consistent with the improved access control 

granularity introduced by IEEE 802.1X at the network layer 

and SIP account isolation at the application layer. The 

proposed architecture exhibits a unique advantage in marrying 

PHY layer interference awareness with AAA and SIP layer 

authentication policies. 

3.4. Practical Implications for SMEs 

It was possible to demonstrate that dual authentication 

can be effectively implemented in SME environments without 

compromising service continuity, as long as radio alignment, 

DFS recognition, and SIP session management are properly 

designed. The trade-off between a ≈0.8s authentication delay 

and the observed 3.8× improvement in FAR/FNR metrics is 

favorable for operational environments where both voice 

quality and security are mission-critical. 

3.5. Discussion    

The experience developed with the interconnection of IP-

PBX systems through a 5 GHz digital radio link and the 

implementation of a captive portal with RADIUS 

authentication constitutes a contribution of interest applied in 

the field of telecommunications, the technologies involved are 

not new in themselves but the proposal practically integrates 

different components in a real low-cost environment,  This 

represents a value for small and medium-sized companies that 

are looking for accessible and replicable solutions. The main 

contribution of the work lies in the transfer of knowledge and 

in the demonstration of how known technologies can be 

strategically combined to solve connectivity and security 

needs in contexts where infrastructure is limited. 

Calculations of link budget, fade margins, Fresnel radius, 

and capacity demonstrate an initial methodological approach 

that allows the viability of the system to be verified prior to 

wider deployment. Although the results are based on 

theoretical models and pilot tests, they provide sufficient 

information to determine the technical feasibility of the link 

and provide a baseline for further and more rigorous research. 

By selecting inexpensive equipment such as Ubiquiti 

antennas and Mikrotik routers, it is possible to give practical 

solutions that adapt to scenarios where the budget and 

availability of technological resources are usually limited. 
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Although the implemented two-factor authentication 

scheme is reduced to a traditional mechanism based on the 

user and password, the articulation with a RADIUS server 

demonstrates a first step towards more robust systems, with 

additional authentication factors, not limited to replicating 

basic access to the wireless network, but integrates a 

centralized user management mechanism that opens the door 

to future improvements,  including the use of tokens, digital 

certificates, or mobile validation apps. 

The benefits for small and medium-sized companies are 

reflected in the attempt to link the technological solution with 

a real socioeconomic context. The findings make visible the 

importance of having reliable and secure communications as 

an enabling factor for productivity. In particular, the prototype 

developed illustrates how the interconnection of IP-PBX 

exchanges through radio links can reduce operating costs in 

telephony and, at the same time, improve the mobility of users 

through a controlled wireless network. This applied approach 

strengthens the relevance of the study, even if empirical 

evidence is still limited. This study constitutes a useful starting 

point that combines accessibility, applicability, and scalability 

potential, which gives it practical relevance in contexts where 

secure and low-cost connectivity solutions are in high 

demand. 

4. Conclusions   
The solution of telephone exchanges, such as Issabel PBX 

and FreePBX, which are free software, allows improving the 

internal and external communication of small and medium-

sized companies in Ecuador, at a low cost. The configuration 

of the control panels includes extensions, audio and video 

codecs, IVR, SIP signaling, among other configurations, in 

order to establish optimal and personalized communication 

according to the specific requirements of each company, 

which allows laying solid foundations for future 

improvements.By adding a telephone exchange with 

FreeRadius and a captive portal with Mikrotik technology to 

restrict access, it guarantees better control and security of the 

network by validating who can access and what resources they 

can use, taking care of the integrity and privacy of commercial 

information. 

Before commissioning, it is necessary to run the 

simulation and design of radio links, with an accurate view of 

critical parameters such as emission power, system behavior, 

and EIRP delay. This facilitates reducing costs such as 

implementation times and ensures adequate performance from 

the beginning. 

In radio relay planning, it is important to consider digital 

modulation, Error Correction Mechanisms (ECMs), and 

channel efficiency, so that the design is robust and viable in 

future runs, ensuring stable communication with good Quality 

of Service (QoS), essential in voice transmissions and other 

real-time applications. 

Operating costs are significantly reduced, as the 

integration of digital radio links with IP exchanges and the use 

of Mikrotik technology that incorporates integrated firewalls, 

optimizes network management and maintenance tasks. 

It is possible to guarantee stable performance, even in 

complex scenarios, as the analysis of Fresnel zones shows a 

deep understanding of how waves propagate in free space, 

where topographic or climatic conditions may be unfavorable. 

This increases operational efficiency and improves the service 

offered. As future work, it is planned to evaluate the 

replacement of EAP-TTLS by EAP-TLS, through a 

certificate-based mutual trust model, aligned with Zero Trust 

schemes, which will reduce dependence on passwords.  

The aim is to extend authentication policies beyond initial 

access, with dynamic policies instead of static admissions, 

through continuous control during the session, especially in 

situations of channel reconfiguration by DFS or roaming 

events. With the incursion of the new open bands in 6 GHz, it 

is possible to have a broad perspective, where there is greater 

spectral stability and fewer interruptions associated with DFS, 

expanding this research towards next-generation wireless 

networks. 
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