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Abstract - The Industrial Internet of Things (110T) has expanded the attack surface of modern industrial systems, creating a
greater need for tamper-evident, auditable, and low-latency security mechanisms. We reviewed 44 peer-reviewed journal articles
published between 2019 and 2024. Under the PRISMA 2020 framework, these studies were selected from 26,994 records
retrieved from Scopus, ScienceDirect, IEEE Xplore, and the ACM Digital Library. For each included paper, we recorded the
industrial context, security objective, role of blockchain, complementary technologies, validation approach, and reported
limitations. The studies were subsequently organized into seven primary themes for descriptive synthesis: foundations and
reviews; integrity and privacy; architecture and edge integration; 5G/6G convergence; authentication and access control; Al-
enabled intelligent security; and trust, traceability, and industrial applications. Across the corpus, blockchain is used most often
for device authentication, data integrity, access control, traceability, secure data exchange, and distributed trust management.
Permissioned and edge-assisted architectures are generally regarded as more suitable for industrial constraints than resource-
intensive public-chain designs. Even so, scalability, interoperability, latency, energy consumption, smart-contract robustness,
and limited long-term industrial validation remain unresolved. Publications appearing after 2024 are discussed separately as a
contextual update on Edge Al, TinyML, mobile edge computing, and zero-trust integration; they are not included in the 44-study

review corpus.

Keywords - Industrial 10T security, Blockchain, Systematic Literature Review, PRISMA, Edge computing, Access control,
Distributed trust.

integrity protection, access control, secure data exchange,
traceability, and inter-organizational trust [1, 3, 5, 6, 14, 21,

1. Introduction
The Industrial Internet of Things (lloT) continues to

reshape manufacturing, energy, logistics, healthcare, and
industrial automation through pervasive sensing, machine-to-
machine communication, and increasingly autonomous
decision-making.

Clear operational benefits are enabled by this
connectivity, but the cyber-attack surface is also enlarged.
Compromised sensors, forged telemetry, weak device
identities, and unauthorized access can disrupt operations,
degrade safety, and undermine trust in industrial control
environments [4, 7, 9, 17, 20, 24, 35].

For this reason, blockchain has been investigated as a
decentralized trust layer for IloT. Distributed ledgers can
provide tamper-evident records, shared verification,
programmable policy enforcement through smart contracts,
and auditable provenance. In the reviewed literature, these
capabilities are associated with device authentication,

OSE)

32, 37, 44, 54].

The architecture largely determines the security gains that
can be achieved. In industrial environments, strict limits are
imposed by latency, throughput, energy consumption,
interoperability, deterministic behavior, and resilience
requirements. To operate within these constraints, researchers
examine private or permissioned chains, lightweight
consensus, edge-assisted  validation,  software-defined
networking, and next-generation connectivity [2, 11, 13, 15,
25-27, 48, 49, 52, 55].

Two recurring gaps are addressed in this review. First, the
available evidence is dispersed across general 10T surveys,
Industry 4.0 reviews, security frameworks, and application-
specific studies, making it difficult to compare blockchain's
contribution to distinct 10T security objectives [12, 18, 28, 31,
34, 40, 42]. Second, hybrid architectures that combine
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blockchain with federated learning, deep learning, digital
twins, and edge intelligence are becoming increasingly
relevant, yet they are not always examined through a
transparent evidence-selection process [8, 29, 33, 41].

We therefore use a PRISMA-based systematic review to
document the search and screening process, map all 44
included studies, synthesize the evidence around four research
questions, and discuss post-2024 hybrid directions separately
as contextual material.

2. Method
2.1. Research Questions

The review was structured around research questions
covering four aspects of blockchain use in industrial loT
networks: recent advances, data-protection mechanisms,
applied techniques, and implementation constraints. These
questions guided the selection of studies and were also used to
organize the synthesis and interpretation presented in the
following sections.

Table 1. Research questions

Title Description
Id Questions
What are the most significant advances in the
RQ1 | application of blockchain to improve the security of
industrial 10T networks?
How does blockchain contribute to improving data
RQ2 integrity and confidentiality in industrial 10T
networks?
What blockchain technigues have existing
RQ3 research proposed to secure industrial 10T
networks?
What are the main challenges and limitations
RQ4 associated with the use of blockchain in the
security of industrial 10T networks?

2.2. Selection of the Data Sources

We searched four established academic databases: IEEE
Xplore (n=4,454), Scopus (n=12,532), ACM Digital Library
(n=1,773), and ScienceDirect (n=8,235). In total, the four
database counts yielded 26,994 initial records. Engineering,
computer science, cybersecurity, and industrial digitalization
are covered collectively by these sources, reducing reliance on
a single indexing service and broadening the evidence base
used in the review.

2.3. Search Approach

The search protocol combined predefined Boolean
queries with database filters, eligibility criteria, duplicate
removal, and progressive screening. We focused on peer-
reviewed journal articles indexed in IEEE Xplore, Scopus, the
ACM Digital Library, and ScienceDirect. The search results
were then restricted to English-language journal articles
published between 2019 and 2024 and available in full text.
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2.3.1. Search String
The core Boolean query used in the review is presented in
Figure 1.

("blockchain™ OR "distributed ledger technology" OR "smart
contracts")
AND
("Industrial Internet of Things" OR "Industrial 1oT" OR "ll0T")

Fig. 1 Generic Boolean search structure used across databases

Figure 1 presents the generic Boolean structure used in
the search. Although the wording was adapted to each
database interface, the two main concept blocks-blockchain-
related technologies and Industrial 10T -were kept unchanged.
In Scopus, we searched the title, abstract, and keywords, while
the title and abstract fields were searched in ScienceDirect and
the ACM Digital Library. IEEE Xplore, in contrast, was
queried using the title field. Manual relevance checks were
subsequently performed to ensure that the retrieved studies
focused on industrial security rather than consumer loT or
unrelated blockchain applications.

2.3.2. Inclusion Criteria for Studies to be Included in this
Review

A study was included only when all of the predefined
conditions were met. Specifically, the article had to be (i) a
peer-reviewed journal publication written in English and (ii)
published between 2019 and 2024. In addition, (iii)
blockchain or distributed-ledger technology had to be
addressed explicitly, and (iv) a direct contribution had to be
made to security, trust, privacy, access control, integrity,
resilience, or secure data exchange within an Industrial 10T,
Industry 4.0, or closely related industrial cyber-physical
context.

Duplicate records, conference proceedings, editorials,
preprints, book chapters, inaccessible full texts, non-English
publications, and records outside the 2019-2024 search
window were excluded. We also removed studies that focused
exclusively on consumer 0T or other non-industrial domains.
In addition, papers were excluded when blockchain or 10T was
mentioned without a clear contribution to security-related
issues.

During the screening process, each candidate paper was
evaluated against at least one of the predefined review
dimensions. These dimensions included authentication or
access control, data integrity or confidentiality, trust or
traceability, attack resilience, blockchain architecture or
consensus, secure industrial data sharing, and implementation
constraints relevant to 11oT.

2.3.3. Conducting Review Process

Study selection followed the PRISMA 2020 framework.
We first applied database filters based on publication year,
language, source type, and full-text availability. Duplicate
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records were then removed, after which the remaining records
were screened by title and abstract. Full texts were
subsequently evaluated against the predefined industrial-
security criteria.

Through this sequence, a clear connection was
maintained between the initial search, the final 44-study
evidence corpus, and the thematic synthesis presented in the
Results section.

IDENTIFICATION
Records identified from databases: n=26,994
Scopus 12,532; ScienceDirect 8,235; IEEE Xplore 4,454; ACM DL
1,773

l

DATABASE FILTERING
Records retained after year/language/journal/full-text filters: n=516

!

SCREENING
Duplicates removed: n=258; title/abstract records screened: n=258;
excluded: n=160

!

ELIGIBILITY
Full texts assessed: n=98; excluded for scope/relevance: n=54

!

INCLUDED
Studies included in systematic synthesis: n=44

Fig. 2 PRISMA 2020 flow of study identification, screening, eligibility,
and inclusion

Figure 2 summarizes the selection process. The search
initially returned 26,994 records, and 516 remained after
automatic database filtering. We removed 258 duplicates and
screened the remaining 258 records by title and abstract; 160
were excluded at that stage. Full-text eligibility was then
assessed for 98 articles, of which 54 were excluded because
they lacked direct industrial-security alignment. The final
systematic synthesis, therefore included 44 studies.

3.1. Quantitative Synthesis of the Screened Evidence

2.3.4. Data Extraction and Synthesis Strategy

For every included study, we extracted the publication
year, industrial context, security objective, role of blockchain,
complementary technologies, validation approach, and
reported limitations. Descriptive quantitative summaries were
combined with qualitative thematic coding aligned with RQ1-
RQ4. Because substantial differences were found across
architectures, datasets, evaluation metrics, and validation
conditions, a formal meta-analysis was not considered
appropriate. Each study was assigned one primary thematic
category for descriptive counting, while secondary
contributions were retained in the RQ mapping.

2.3.5. Corpus Boundary and Treatment of Supporting
References

The primary corpus contains 44 studies: references [1-15,
17-21, 23-29, 31-35, 37, 40-42, 44, 48-50, 52-55]. These
publications met the predefined journal article, date,
relevance, and industrial-security criteria. Eleven sources
from 2019-2024 were retained only for contextual or
methodological discussion and were not counted in the
primary synthesis: conference papers [16, 22, 38, 46, 51]; a
preprint [30]; editorials [36, 45]; a book chapter [39]; and
broader domain references whose principal scope was outside
direct 10T security [43, 47].

Five references published in 2025 [56-60] were added
only after the systematic search had been completed. We use
them to contextualize rapidly emerging hybrid directions
rather than as part of the primary corpus. Accordingly, they
were excluded from the PRISMA counts, the 44-study matrix,
and the gquantitative thematic frequencies. By keeping this
separation, the 2019-2024 review remains reproducible while
recent developments can still be acknowledged in the
Discussion.

3. Results

The final evidence corpus contained 44 studies. We report
the results at three levels: the PRISMA screening workflow,
study-level coding for every included article, and thematic
synthesis around the four research questions. With the
evidence presented in this manner, the conclusions can be
traced to the complete corpus rather than to only a small set of
representative papers.

Table 2. Quantitative synthesis of the screening workflow

Stage Count Interpretation
Initial records identified 26,994 IEEE Xplore: 4,454; Scopus: 12,_532;.ACM Digital Library: 1,773;
ScienceDirect: 8,235
Records afterﬁijt';orrsnatlc database 516 English, journal, accessibility, and 2019-2024 restriction
Duplicates removed 258 50.0% of the filtered set, indicating high overlap across databases
Title/abstract exclusions 160 Records that did not answer the research questions
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Scope exclusions 54
Final included studies 44

Records outside the industrial-security focus of the review
8.53% of filtered records and approximately 0.16% of the initial search yield

coverage. The complete set of 44 studies is listed in Table 3.
Primary themes were used only for descriptive counting; an
individual study could still contribute to more than one
research question.

3.2. Coverage and Thematic Coding of the 44 Included
Studies

To make study coverage transparent, we coded every
article in the primary corpus by publication year, principal
focus, primary synthesis theme, and research-question

Table 3. Included studies and thematic coding of the systematic review corpus (n=44)

Ref. | Year Primary focus coded in this review Primary theme RQ coverage
[1] 2020 Blockchain-edge framework Architecture/edge RQ1,RQ3
[2] 2020 5G-enabled industrial automation review 5G/6G convergence RQ1,RQ4
[3] 2020 Secure sensor communication Integrity/privacy RQ2,RQ3
[4] 2022 10T security state-of-the-art review Foundations/review RQ1-RQ4
[5] 2020 Cross-domain device authentication Authentication/access RQ1,RQ3
[6] 2020 Tokenized trustless 10T applications Trust/traceability RQ1,RQ3
[7] 2021 I1oT blockchain security survey Foundations/review RQ1,RQ4
[8] 2023 Blockchain + federated-learning IDS Al/intelligent security RQ1,RQ3,RQ4
[9] 2021 Blockchain for 10T survey Foundations/review RQ1-RQ4

[10] 2024 Blockchain integration for 10T security Trust/traceability RQ1-RQ4

[11] | 2020 Private blockchain for I1oT Architecture/edge RQ1,RQ3,RQ4

[12] 2021 Industry 4.0 blockchain applications review Foundations/review RQ1,RQ4

[13] | 2022 Blockchain + 5G adoption 5G/6G convergence RQ1,RQ3,RQ4

[14] | 2020 Decentralized blockchain security Authentication/access RQ1,RQ3

[15] | 2022 Blockchain-integrated SDN Architecture/edge RQ3,RQ4

[17] | 2021 Industrial blockchain security mechanisms Integrity/privacy RQ2-RQ4

[18] | 2020 Blockchain 10T applications survey Foundations/review RQ1,RQ4

[19] | 2020 Industrial healthcare blockchain platform Integrity/privacy RQ1-RQ3

[20] | 2021 Blockchain attacks/challenges in 10T Integrity/privacy RQ2,RQ4

[21] | 2022 10T supply-chain requirements Trust/traceability RQ1,RQ3,RQ4

[23] | 2023 Multi-chain petroleum data sharing Integrity/privacy RQ2-RQ4

[24] 2024 Blockchain in 10T cybersecurity review Foundations/review RQ1-RQ4
[25] | 2023 Blockchain-10T-6G convergence 5G/6G convergence RQ1,RQ3,RQ4
[26] 2020 Blockchain framework for loT Architecture/edge RQ1,RQ3,RQ4
[27] | 2024 Opportunistic block validation Architecture/edge RQ3,RQ4
[28] 2024 Blockchain in 10T security Foundations/review RQ1-RQ4
[29] 2024 Deep-learning-integrated blockchain Al/intelligent security RQ1,RQ3
[31] 2021 Industry 4.0 + blockchain review Foundations/review RQ1,RQ4
[32] | 2022 Secure data sharing in smart industries Integrity/privacy RQ2,RQ3
[33] | 2023 Blockchain trust for digital twins Al/intelligent security RQ1,RQ3
[34] 2023 loT-blockchain integration review Foundations/review RQ1,RQ4
[35] | 2021 10T/11oT blockchain survey Foundations/review RQ1-RQ4
[37] | 2022 Schloss secure I10T architecture Architecture/edge RQ1,RQ3,RQ4
[40] 2023 Blockchain-10T in Industry 4.0/5.0 Foundations/review RQ1,RQ4
[41] 2023 Blockchain + deep learning for digital twins Al/intelligent security RQ2,RQ3
[42] | 2022 Blockchain-based loT security solutions Integrity/privacy RQ1-RQ4
[44] | 2021 Blockchain access control/privacy review Authentication/access RQ2-RQ4
[48] | 2022 Blockchain-based 6G and 10T systems 5G/6G convergence RQ1,RQ3,RQ4
[49] | 2023 Blockchain + 6G industrial automation 5G/6G convergence RQ1,RQ3,RQ4
[50] | 2023 Blockchain cybersecurity for connected networks Integrity/privacy RQ2,RQ3
[52] 2022 BloT for futuristic industrial networking Architecture/edge RQ1,RQ3,RQ4
[53] | 2021 | Security audit of an industrial blockchain platform Integrity/privacy RQ2,RQ4
[54] | 2021 Blockchain-based 110T access-control review Authentication/access RQ2-RQ4
[55] | 2023 Blockchain + 802.11ax IoT WLANS Architecture/edge RQ3,RQ4
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The coding produced 11 foundations/review studies
(25.0%), 9 integrity/privacy studies (20.5%), 8
architecture/edge studies (18.2%), 5 studies on 5G/6G
convergence (11.4%), 4 authentication/access-control studies
(9.1%), 4 Allintelligent-security studies (9.1%), and 3
trust/traceability studies (6.8%).

The corpus included 10 studies from 2020, 10 from 2021,
9 from 2022, 10 from 2023, and 5 from 2024. These figures
are used to describe the composition of the evidence base; they
are not citation-based bibliometric indicators.

3.3. RQ1: What are the most Significant Advances in the
Application of Blockchain to Improve the Security of
Industrial 10T Networks?

Five functional advances recur across the corpus. Device
authentication and access control are addressed in [5, 14, 44,
54]; integrity, privacy, and secure data exchange in [3, 17, 19,
23, 32, 42, 50, 53]; and decentralized trust and traceability in
[6, 10, 21]. Another group of studies examines architectural

decentralization and edge-aware operation [1, 11, 15, 26, 27,
37, 52, 55], while convergence with intelligent or next-
generation networking technologies is explored in [2, 8, 13,
25, 29, 33, 41, 48, 49]. These patterns and the trade-offs
associated with them are further reinforced by general reviews
and surveys [4, 7, 9, 12, 18, 20, 24, 28, 31, 34, 35, 40].

The evidence does not point to a single universally
superior blockchain algorithm; instead, a set of architectural
choices stands out. Researchers use permissioned ledgers,
consortium governance, off-chain storage, edge-assisted
verification, lightweight consensus, multi-chain designs, and
programmable smart contracts to adapt blockchain to
industrial constraints. The application domains identified in
the coded corpus are summarized in Figure 3, while
representative technical patterns are presented in Table 4.
Taken together, the studies support the use of blockchain
mainly as a trust and coordination layer that complements
existing industrial systems rather than replacing industrial
middleware altogether.

0

the integrity of industrial data.

DATA INTEGRITY

Tamper-evident records and
immutable logging to ensure

s \

~— DEVICE
L)
ini AUTHENTICATION g = g
/ Decentralized and fine-grained
Secure identity verification of Q o @ .g
| 4
devices and nodes to prevent - BoCes MIATREEIEL VAR

unauthorized access.

TRUST
MANAGEMENT
Establishing distributed trust
among participants without
relying on a central authority.

o

RESILIENCE &
ATTACK MITIGATION

Improved system resilience and

BLOCKCHAIN-BASED
SECURITY
IN INDUSTRIAL IoT

smart contracts and policies.

SECURE DATA
SHARING
Controlled and privacy-preserving
data exchange among industrial
stakeholders.

I

SUPPLY-CHAIN
TRACEABILITY

'O-R End-to-end visibility and traceability

attack detection/mitigation
through decentralized validation

0

and redundancy.

¢

e and efficient execution of industrial
processes and agreements.

PROCESS
AUTOMATION

Smart contracts enable automated

of assets and transactions across
the industrial supply chain.

Fig. 3 Thematic map of blockchain security applications identified in the 44-study corpus

3.4. RQ2: How does Blockchain Aid in Enhancing Data
Integrity and Confidentiality in Industrial 10T Networks?

The strongest contribution to integrity and confidentiality
is observed when blockchain is used as a trust anchor for
logging, provenance, verification, and access enforcement
rather than as the sole repository for industrial data [3, 17, 23,
32,42, 44, 50, 53, 54].
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3.4.1. Data Integrity and Provenance

Hash-linked records, timestamped transactions, digitally
signed events, and consensus-backed audit trails make
unauthorized modification easier to detect and provenance
easier to establish across multiple stakeholders. In industrial
settings, researchers apply these mechanisms to sensor
readings, device events, operational records, digital-twin
interactions, and cross-organizational data sharing [3, 19, 23,
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32, 33, 41, 53]. Their value is especially evident when
integrity evidence must be shared among parties that do not
depend on a single administrative authority. Privacy and
confidentiality are generally handled through hybrid designs
instead of placing sensitive industrial data directly on-
chain.The reviewed studies combine blockchain with
encryption, permissioned membership, access-control
policies, secure data-sharing models, off-chain repositories,
and trusted edge processing [11, 17, 20, 32, 42, 44, 50, 54]. In
some architectures, local anomaly detection or feature
extraction is performed before trusted events are committed to
the ledger, thereby reducing unnecessary data transmission [8,
29, 41].

3.4.2. Resilience and DoS-Related Considerations

Decentralized verification and replicated records can
reduce dependence on a single trusted server and thus lessen
some consequences of single points of failure. Volumetric
denial-of-service attacks, however, are not eliminated by
blockchain.

Its resilience is shaped by consensus design, validator
placement, communication overhead, and network conditions
[20, 24, 27, 35, 37, 55]. For this reason, the literature treats
blockchain as one component of layered resilience rather than
as a standalone DoS-prevention mechanism.

3.5. RQ3: What Blockchain Techniques have Existing
Research Proposed to Secure Industrial 10T Networks?

The corpus does not identify one dominant technique.
Instead, a multi-layered security landscape is revealed.
Researchers propose blockchain-edge integration [1, 15, 26,
37, 52], secure authentication and access control [5, 14, 44,
54], cryptographic integrity and privacy mechanisms [3, 17,
32, 42, 50], smart-contract and token-based policy
enforcement [6, 10], supply-chain or multi-party traceability
[21, 23], intelligent anomaly detection [8, 29, 41], and 5G/6G-
aware designs intended to improve latency, throughput, and
industrial connectivity [2, 13, 25, 48, 49]. Representative
technical examples are presented in Table 4, and the full 44-
study coverage is documented in Table 3.

Table 4. Representative blockchain techniques for Industrial 10T network security

Reference Proposed approach Technique Primary security contribution
1 Blockchain-edge framework for Edge computing + blockchain Decentralized authentication
lHoT
[3] Secure mdust.rlal_ sensor Blockchain encryption + Confidentiality and integrity
communication consensus
[5] Cross-domain IloT authentication Blockchalp-as_swted Secure device identity
authentication
[6] Token;;iﬂitcg?gﬁ:s lloT Tokenization + smart contracts Distributed trust enforcement
[10] Integrated 10T security Distributed ledger + policy logic Multi-function security
[13] Blockchain with 5G for 10T 56 Integration + consensus Low-latency secure communication
optimization
[14] Decentralized I10T security Distributed ledger architecture Resilient decentralized security
[15] Blockchain-integrated SDN SDN + lightweight consensus Energy-aware secure networking
[17] Industrial blockchain security Cryptography + consensus Integrity protection
[21] Blockchain in 10T supply chains Traceability + distributed ledger Supply-chain provenance
[23] Petroleum—sss;::;)nrgsecure data Multi-chain blockchain Inter-organizational data security
Deep-learning-integrated Al anomaly detection + . .

[29] blockehain blockchain Intelligent threat detection
[32] Secure dait: dzr;?::gg In smart Privacy-preserving blockchain Secure data exchange
[33] Trust for 1loT digital twins Blockchain + digital twin Trusted digital-twin interactions
[37] Schloss secure I10T architecture Blockchain system architecture Secure industrial platform

Two implementation tendencies are repeatedly observed
in the evidence. First, researchers favor private, permissioned,
or consortium architectures in industrial settings because these
designs support controlled governance and can reduce latency
relative to open public-chain designs [11, 13, 17, 35]. Second,
blockchain is increasingly integrated with edge computing,
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SDN, digital twins, deep/federated learning, and next-
generation mobile networks. These complementary
technologies are used to address the performance and
intelligence limitations of ledger-only designs [1, 8, 15, 25,
29, 33, 37, 41, 48, 49, 52].
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3.6. RQ4: What are the Main Challenges and Limitations
Associated with the use of Blockchain in the Security of
Industrial 10T Networks?

Scalability, interoperability, latency, implementation
complexity, and energy or computational cost are the main
barriers reported across the literature. These issues become
particularly important in factories and critical infrastructures,
where deterministic response times, predictable networking
behavior, constrained devices, and integration with legacy
systems are often required [2, 7, 13, 15, 20, 24-27, 31, 34, 35,
48, 49, 52, 55].

Other concerns are equally practical: smart-contract
defects, key and identity management, privacy leakage, cross-
organizational governance, and the limited amount of long-
duration field validation. Security-audit work shows that
conventional secure engineering and testing are still required
for blockchain-based industrial platforms [53].

ledger immutability alone [44, 54]. The literature therefore
provides substantial proof-of-concept evidence, but far less
evidence is available on long-term maintainability, migration
cost, standardized interoperability, and operational
governance.

3.7. Edge Al, TinyML, and Hybrid Security Architectures
The systematic search ended in 2024. To place rapidly
emerging directions in context without changing the
predefined corpus, we reviewed five 2025 publications
separately as a post-search update [56-60]. These sources were
not included in the PRISMA counts, the 44-study coding table,
or the quantitative theme frequencies. Continued interest is
shown in zero-trust combinations of Al, blockchain, and edge
computing [56], blockchain-assisted edge architectures [57,
58], mobile-edge resource optimization [59], and TinyML or
on-device inference for constrained environments [60].
Although these directions are promising, stronger comparative
claims will require reproducible industrial benchmarks for

Likewise, access-control and privacy reviews note that latency, throughput, energy consumption, security
correct authorization or confidentiality is not guaranteed by  effectiveness, and fault tolerance.
Table 5. Post-search hybrid directions highlighted by 2025 contextual literature
Direction Security value Main gap Refs.

Al + blockchain + edge + zero-trust Adaptive verification Integration/resource cost [56]
Blockchain-assisted edge Low-latency secure sharing Deployment maturity [57]
Smart-factory blockchain Integrity and traceability Benchmark comparability [58]
Blockchain + mobile edge Energy-aware offloading Workload management [59]

TinyML / on-device inference Local anomaly detection Model drift, memory, benchmarks [60]

3.8. Real-World Deployments and Case-Study Implications

Evidence from real deployments remains less mature than
the conceptual and prototype literature. Even so, several
sector-specific settings are represented in the included corpus:
industrial healthcare [19], supply-chain traceability [21],
petroleum-sector data sharing [23], SDN-enabled industrial
networking [15], digital-twin trust and secure communication
[33, 41], secure industrial platforms [37, 53], and advanced
industrial networking [48, 49, 52, 55].

These examples also show why implementation choices
cannot be separated from context. A technique that improves
traceability or decentralized trust may still be unsuitable when
deterministic latency, constrained memory, or legacy
interoperability dominate the deployment requirements.

4. Discussion

Taken as a whole, the 44-study corpus indicates that
blockchain is most valuable for 10T security when it functions
as an enabling trust layer rather than as a standalone
replacement for industrial middleware. The available evidence
is distributed across several thematic areas. Foundational
reviews define the design space [4, 7, 9, 12, 18, 24, 28, 31, 34,
35, 40]. Secure communication, data sharing, audits, and
confidentiality are addressed by integrity and privacy studies
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[3, 17, 19, 20, 23, 32, 42, 50, 53], while architecture-focused
work examines edge integration, private chains, SDN,
validation, and industrial platforms [1, 11, 15, 26, 27, 37, 52,
55]. Across these groups, authentication, provenance, policy
automation, and shared trust repeatedly emerge as the main
benefits.

The review also highlights an important limitation of the
evidence base. It is difficult to compare directly with many
papers that report conceptual architectures, simulations,
limited testbeds or domain-specific prototypes. A meaningful
meta-analysis was not feasible due to differences in consensus
mechanisms, hardware, datasets, network conditions, threat
models, and evaluation metrics.

The 2025 literature post-search [56-60] provides further
support for hybrid edge intelligence, zero-trust integration,
mobile-edge optimization, and TinyML, but these papers were
intentionally excluded from the 44-study corpus to maintain
the temporal boundary and reproducibility of the systematic
search.

Methodologically, the work is designed as a systematic
literature review and not a bibliometric review. The
quantitative part describes the search and screening process
and summarizes the thematic distribution of the included
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evidence. Citation-network, co-authorship, bibliographic- networking, digital twins, Al-driven analytics and next-gen

coupling and keyword co-occurrence analysis were not  connectivity. These architectures aim to preserve the

conducted. auditability and distributed-trust properties of blockchain,
while reducing latency, communication overhead and

The classification was instead derived directly from the  resource consumption.

research questions, PRISMA workflow, eligibility criteria,

study-level coding and qualitative synthesis of the manuscript. Nevertheless, several challenges remain to be addressed

The review was limited to four databases, journal articles in before wide industrial adoption, such as interoperability,

English and the period 2019-2024. Further updates may  scalability, energy and computation cost, smart-contract and

include database coverage and standardized quality- identity risks, and lack of long-term real-world validation.
assessment instruments, and benchmarking criteria in Priorities for future research are reproducible large-scale
common. industrial testbeds, standardized

latency/throughput/energy/security ~ benchmarks,  secure
5. Conclusion smart-contract engineering, interoperability models, and

The systematic literature review reveals that blockchain ~ figorous evaluation of on-device intelligence integrated with
can enhance 10T security by providing verifiable device  Verifiable trust frameworks.
identity, tamper-evident records, secured data exchange,
access governance, traceability, and distributed trust. In the 44 Overall, the findings support a cautious approach to
studies included, blockchain is not primarily presented as a  adoption. Blockchain can serve as a credible security-enabling
standalone solution but as one |ayer of a |arger Security technology for 1loT when its architecture is aligned with the
architecture. Industry-relevant designs are increasingly Operational constraints of the target environment and when
integrating permissioned ledgers with edge computing, ~ Security claims are validated beyond proof-of-concept
lightweight consensus, smart contracting, software-defined  Settings.
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